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CHAPTER ONE

INTRODUCTION AND SUMMARY

1.0 INTRODUCTION

In April 1964, the System Develomment Corporation (8DC) was awarded a contract
(0CD-P3-64-183) by the Office of Civil Defense (OCD) to comtinue activitier in
the aree of civil defense warning system research support.

This volume and two others, TM-1-1960/091/00 and TM-L-1960/092/00, document
and sumarize tkhe results of that research effort, and comprise the final
report required by the contract.

The SD(I‘ staff performed the following tasks during the course of the cou-
tract:

1. Assisted OCD in evaluating, selecting, end implementing
a nationwide radio-based alert and warning system.

2. Selected optimum radio warning system con.’igurations on
the basis of operational and persormance requirements and
designated areas for detailed engineering study.

3. Determined, on the basis of operational and performance
requirements, optimm signaling procedures to be used in
the transmission and distribution elements ¢f a radio-based
alerting and warning system,and studied the need for end
degree of security of signaling and other related factors
leading to the engineering design of signaling devices.

1. Several other tasks were originally scheduled, but were not performed.
The amitted tasks include a study of the optimm xelationship between
warning system development and shelter system develomment; ean investiga-
tion of civil defense alerting conditions; and en analysis of famproved
processing of wnrning information at various civil defense operational
levels. These tasks were omitted when other tasks wndertaken under the
terms of the technical swport clauwse of the comtrac. (item 9 below)
were assigned sufficiently high pr:.or.l.ty bty OCD to mceu:l.tute reducing
the overall scope of work.
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4, Studied the civil defense decision-to-warn et all levels
of govermment--federal, state, and local.

5. Evaluated the feasibility and effectiveness of providing
strategic warning to industry and determined tradeoffs between
shutdown of industry following strategic warning and possible
escalation of a crisis versus no shutdown and probable damage
to or destruction of plant and surrounding cammmity. The staff
also evaluated the impact upon federsl warning systems and

procedures with regard to providing such strategic warning .
for shutdown purposes.

6. Developed relisbility criterias for evaluating both cur-
rent and planned warning systems, including expressions for
describing the levels of reliability at vhich a warning sys-
tem will operate, and a mathematical model for the perfor-
mence required of the improvements of any warning system if
that system is to achieve a predetermined level of reliability.

T. Determined the degree to vhich federsl warning programs
have been accepted by Congress; collected and assemdled
material shoving the legislative and fiscal history of these
programs; anaiyred the development of the programs in terms

of the interuction of civil defense agency persomnel with
Congress; and traced changes in the nature of and the funding
requested for programs proposed as well as in the nature of and
funding provided for programs accepted.

8. Determined the warning information that could be derived
from a nuclear detection or damage assessment system, and re-
viewed and evaluated the warring potentiel of current, plammed,
and proposed muclear detection and damage assessment systems.

9. Provided technical assistance and liaison on radio-based
alerting and warning systems, and in other areas mutually
agreed upon by OCD and System Develoment Corporatiom. -

Volume I contains aine chapters devoted to technical subjects investigated
under the general heading of radio-warning system studies (Tasks 1 through
3, and 9, sbove), a Bibliography and a Glossary. These mpterlmao-
voted to the folloving subjects:

® Chepter One, introduction and Sumary: Contains sm =
introduction and a series of summaries of the
succeeding chapters in this volume.
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® Cheapter Two, Interim Operational Requirements: Compiles
requirements for the proposed Radio Warning System.

¢ Chapter Three, Alternate System Configurations: Presents
the main characteristics of three possible Radio Warning

System configuratioms.

¢ Chapter Four, Proposed Alert Signal end We-ning Messeges:
Recommends an alert signal and a set of warning messages
sultable for dissemination over the Radio Warning System.

o Chapters Five through Ten: Present series of enalyses of
various problems related to the design of damestic receivers
for use vith the Radio Warning System.

Chapters Two through Ten reproduce previously publiched reports. However,
they have been updsted, vhere necessary, to reflect the status of the
Radio Warning Program as of 31 January 1966. No attempt has been made
to provide ccntinuity from chapter to chapter, particularly those de-
voted to receiver design problems because it is felt that anyone reading
them will gain considersble insight into these problems and that what
little incomsistency is appurent is normal to & developing progrem.

Volume Two, TM-L1-1960/091/00, cantains the findings of all other unclass-
ified warning research studies. These include Tasks 4 through 7, and 9
above.

Volume Three, T™M-L-1960/092/00 is clessifed Secret Restricted. It contains
information warning data that could be derived from a muclear detectiom or
demace assesement system (Task 8, above).

Following are sumaries of Chapters Two through Ten of Volume I, respectively.

2.0 SUMMARY OF CHAPTER TWO: INTERIM OPERATIONAL REQUIREMENTS

This chapter presents a campilation of operetional requiremente for the Redio
Varning System derived from meetings and discussions ammg Office of Civil
Defense persomnel and associated contractors (Geutney & Jones Commmicstions,
Inc., Stanford Research Institute, and System Development Corporation).

2.1  CONCIUSIONS AND RECCMMENDATIONS
Ith.ne_-ndeathattheoperﬁimlmtqmm:nthhm
be accepted by OCD as the defining criteria for the Radio Werning Systeam,

thus providing a foundation for the development work on the system to shich
all design effort must conform. Although the operstional requirements should



|
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be adhered to by system designers, their application should be flexible enough
to allovw changes to be made based on later and more complete information.

2.2 UNDERLYING PUBLIC REQUIRE-.:.‘IH‘B

The needs of the public, as they affect the system, must be examined in two
separate time frames: the situation of immediate danger to life and the normal
pre-emergency period. To satirsfy the former, the warning process should meet
the following basic system requirements:

1. Coverage. The warning message must reach as many people
as possible when the emergency arises, wherever they
may be at any time, day or night.

2. Credibility. The warning message must be credible to them
80 they will react properly without costly delay. To this
end the varning process must be relieble and comtain self-
authenticating features.

3. Content. The warning process must direct them as to what
to do. This implies existence of protective measures and
a shelter system. It requires that intelligible voice
instructions be transuaitted to the public. Strictly
local instructions, vhile not a part of the Radio Warning
System, must be integrated into the overall warning process.

Regarding the norxzial time frame, the system should provide for 1) public
financial support, 2) public trairing, and 3) public conditioning to & certaiv
amount of annoyance, particularly from any equipment located in the home.

2.3 THE ROLE OF OPERATICNAL REQUIREMENTS IN SYSTEM DESIGN

Distinction mist be made between the terms operational capabilily and opera~
tional requirement. The former term represents the general statements made
during the early stages of system design describing characteristics desired
in the system, and the latter term represents the moxre precise statements of
minimm levels of performance in specific areas of system operation vhich set
the standards the system designer must meet.

The Directorate for Plaus and Operations of the Office of Civil Defense .has
drawn up & list of desirable features for the Radio Warning System. (This list
18 reproduced in the Annex to Chapter Two). For the system operstor, these -
desireble features constitute a set of operatiomal requirements. For the -
system designer, however, the list requires further refinement, as it does not
estabhnhﬂni.n:tmdnﬂstobeundindntcuininghthr.moon- !
figuration merits implementation. The set of operationsl requirements.
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must lpocuy_chancterilticl and levels of performance in every area of °
opsration judged essential to carrying out the missicw of the system, and
as importantly, only in such areas.

Several examples are presentel o illustrate the iterative process necessary
to bridge the gap between the system operator's specification of broad op-
erational requirements and the system designer's need of a more precise
statement of them. Discuseed in this context are the requirements regarding:

L ion Cuve « The ectual percentage of people
reacged % the ays—t% will be determined in large measure

by the cost of the receiver and the temper of the population
at the time the system 1s installed. Therefore, the choice
of system canfiguration cannot be affected by the number of
people it purports to cover, since no specification of pop-
ulation coverage can be claimed for any given configuration.
As a result, there is no requirement included specifying

the percentege of the population vhich the cystem must reach.

2. Regional Networks and Initistion Points. It was

believed that the system should provide a public warning capebil-
ity to the OCD Regions, but it has finally been decided that
this feature 1s not essential. Therefore, a regional warning
cepability is not a requirement.

3. Reliability. The system operators have specified only
that the system be reliable. There are meny interrelated
faclors that affect system reliability, e.g., false alam
versus no alarm failures; redundancy in hardware cammconents
and commmications charmels; noise in the radio frequency
enviromment; and human relisbility as it affects the system
and methods of system testing. Though it would nave been
possible to specify a technique such as automatic closed-
loop continuity checking to guarantee high relisbility, it
vas felt this would unnecessarily limit the choice of con-
figuration. Thus, a general requirement is presented,
specifying & minimm level of reliability, vhich must be
met by any configuration regardless of the tcuhniq,ml ured
to 4o so.

k, . Because system cost is only one criterion that
wvill used to judge vhich hardware configuration to im-
plement, it cannot be specified that the configurstion

that meets all the other requirements and cen be ingstalled
for the lesst cost, vill be chosen. The same argument holds
for components, such as the home receiver.
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5. BStrategic Versus Tactical W » In this compilation, -
there are nm as vell as justifications of require-
ments included on the basis that the system will be used for
strategic as well as tactical warning. None of these signi-
ficantiy changs the configuration of the system from what it

would be if only tacticeal warning vas being planned.
2.4 GROUND RULES AND ASSUMPTIONS
1. Current System. The outdoor/indoor alerting and warning .

system based upon sirens and the Emergency Broadcast Syutem
(EBS) has been judged inadequate for future needs by OCD.

2. Radio-Based System. The present program is directed toward
the development of a radio-based alerting and warning system.

3. Start Date. Imstallation of the Radio Warning System is i
plamned to stert as early as 1958 if deployment of such a '
system is approved.

4. Protective Measures. It is assumed that adequate snelter will
be available by the time the Radio Warning System is installed.

5. Nooh ity. Although present outdoor alerting techniques
hmﬁ%dﬁdm&qmﬂ, they will still have a role in the
overall wvarning process even after the Radio Warning System has
been implemented.

6. n'Broodcutslm.'memsunahacomtninton.
the 0 System Operation. The services provided by EBS
will still be needed, but it may not necessarily exist in its
present form. .

2.5 INTERIM OPERATTONAL REQUIREMEATS: FUNCTION
2.5.1  National Alert and/or Netiomal Warning

The Radio Warning Systcn shall provich the public, through rsdio receivers
located in dwellings, places of business, and institutions, & timely national
alert am/wmimlmingofmmtttack md/orthtcﬁ‘cctlot -ucb an
attack. ,

2.5.2 Activate Other Systems

The Miowuﬁum shall be capeble of activating otbor)‘nc alerting
end varning systems. Where several differemt selactive ale:ting and warning
functions exist in these systems, the Redio Warning System shall be eq&bh
of actinting these mtc-l in the appropriate Miml wode

P

L
2 2]
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2.5.3 Haxd Copy |

The Ru!.:lo Varning System shall te capable of trmnsmitting information as
aard copy vhere such information is needed to provide progrem material
for voice messeges to be delivered to the public. Hard copy will also
be transmitied to provide immediate authentication of the automatic as-
sumption of control of & facility's transuitter.

2.6 INTERIM OPERATIONAL REQUIREMENTS: COVERAGE

2.6.1 Contimwous Activation Capability

The Radio Warning System shall be capible of being activated any time of dsy,
any dsy of the year.

2.6.2 Geographlic Coverage

The Radio Warning System shall provide adequate signal strength to activate
public receivers located anyvwhere within the 48 comtigucus states. The system
shall be capable of interfacing with the warning systems in cte honcontigious
states, territories, and possessions.

2.7 INTERIM OPERATIONAL REQUIREMENTS: STRUCTURZ AND OPERATTON
2.7.1 Automatic and Cemiautomatic Operstion

The Redio Warning System shall be cepeable of vpersting both sutamatically and
semiwutomatizally fram the time of activation thiough the delivery of the
alert signal and/nr varning message to the publie. Jeidautomatic operation
vill consist of the transmission of livuevoice messages to suse segments of
the public and the manual transmission cf hard-copy messayes within vertain
portions of the cystem's control network. ‘ '

2.7.2 Rational Initiaticn Points

!

The Radio Warning System shall have a primary nat:lom.. ixdtistion point and
oneé or more backup initiation points. Tae rimary point will be located at
the AORAD Combst Crerations Center. '

2.7.3 kmai to'tho System

Tactical \‘m:Lns points must be provided the capebility to preemt the system

in arder to override a s“rategic wnrnin( already in progress Except. féx this
rvestrictiou, the nationsl initistiLa points of the Radio Werning System shall

have indeperdent access to the syster thrcugh the system's comtios network'
trensmi*=er(s); that is, cammmicetions chainels from each of ths points

be provided directly to the contrul tranemitters and no control over ac>ass to

the system cther than procedural shall nomlly ve cmrcind -over '.ny :lait:lntim G ;
poin’ by any other initistion point. s K
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2.7.% Selactive Functions

Tho sbility to perform the folloving six functions ahuuoegvvidodu
minimm to the operator of the Radio Werning System at each the natiomal
initiation points: alert snd varn, varn only, cancel test, preempt, and
transmit hard copy.

2.7.5 Operational Status and Verificstion of Activaticé y

The operational stetus of components at each lsvel of the system shall be
made available at the national initistion points. An indication of success-
ful. cperstion or failure of the system at any and all levels asbove the home
wv.ceiver shall be provided to the operators at one or more of the national
initiation points at the time of system activetion.

2.7.6 lionhomogeneity
The Radio Warning System may be e nonhomogeneous system, that is, different

types of equipment may be used within different portions of the system to
accamplich the same function.

2.7.7 Muted Receivers

The public receiver compcnent of the Radio Warning System shall normally re-
mein in a mited condition, that is, the sudio portion of the receiver will

not operste until it is necessary to transmi’ a signal or message fhirough
the receiver to the public.

2.7.8  Positive Control of Public Receiver

The public receiver camponent of the Radio Warning System shall be duimed
to operate under the positive comtrol of the system operator, that is,. the
Mingmdr.xtincotthe receiver _aall both be controlled by signals
from the alert and w.mina trenmmitter.

2.7.9. Ioc-:bicn of Ahrt Siﬂl_.

mampm mdtomtothepubhcmrt 11“:«&.&610%3-
mmmummwﬁommrwmmmmwam

-redio station that distributes the signal to other radio statioms, or that

dnnnra the signal tc the pubuc, but not in m hame receiver ﬁmlf.

2,720 Alart Sigoad

‘mmmmwu thtmummultotht

lg.:Jig‘gr wi&o:: tue acciqnmlng alert sisnal. ?ral‘i.:nlry stulies
an ] ntensi the order 1ibe :
mmununqumalfn s ¢ a . ;
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2.7.11 ¥aming Measaze

‘e Radio WaTning System shall transmii pretaped warning messages to the pub-
lic vhenover possible, but the capsbility to trensmit live messages to thc
public must also be provided to cover unusual situations for vhich standardized
meseages are inappropriate. The warning message shall be delivered by the
public receiver with sufficienv audibility and intelligibility to iusure its
being readily understood by a person located in the same room as the receiver,
(Preliminary studies indicate a varning messege intensity of the order of 75
decibels at 10 feet will be required.)

2.7.12 Interaction witlh Other Systems

Provision shall be made in the Radio Warning System for the exchange of infor-
mation, either automatically or manually, with those systems that are involved
in the waining process either as sources for warning intelligence or as comple-
mentary means for transmitting warning and/or varning information.

2.8 INTERIM OFERATIONAL REQUIKEMENT: MAXIMUM RESPONSE TIME

The response time of the Radio Warning System shall be such as to insure that
an alert and warning can be provided to target areas within a time period
apprcaching one minu’e as a maximm end to nontarget areas within a time
period approaching three minutes. Variation in response time between tavget
and nontarget areas shall be allowed only if radio frequencies nust be shared
ty several facilities within the system on a time-division basis, er if some
similar technical sacrifice mst be mrde.

2.9 INTERIM OFERATIONAL SPECIFICATIONS: RELIABILITY
2.9.1 Minimm Performance Level

The relisbility of the Radio Warning System shall be such that the expected
number o people put at risk by failures in the system shall not exceed 0.1
percent of the entire population. The figure of merit to be used in cal-
culating the cxpectedmuberofpwpleputttrisk shall be the instantaneous
availability of the system, i.e., the probebility thet the system will nmc-
tion it a caphtely satisfactory manner upon activation. :

Redundant equipment shsll be installed in the Radi) Warning System above the
public receiver level vhen indicated as necessary by an engineering evalustion
of system reliability. Where such redundency exists; eutomatic switchover +5
stendby equipment nhanbepmidcdmmmtofarnmninthcuuﬂ

equipment.
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All equipment used in the Radio Hcrn:lng Systen s hall be detimdtowd.lm
the probsbility that compoments vill fail in a silent or safe condition, not
in a cond:.t:lon shich simlates system opevation.

2.9.4  Receiver Protection

Toe public receiver component of the Radio Warning System shall be designed to
vithstand the wear and tear that can be expected in an exposed location in an
average househnld which may be situated anywhere within the vide reuge of
enviromments found in the varioue climatic areas of the United States. Further,
it shall be assemblcd in such a wey as to discourage or prevent a person from

tampering with it.

2.9.5  Testing Progran

The Radio Warning System shall be tested down to and including the public
receivers on a frequent basis. -The frequency of these tests shall be deter-
mined so that the expected nuwber of public receivers that are allowed tc
become inoperative between tests shall not exceed a fixed percentage of the
total mmber of receivers. (The allowsble p-rcem;a(e of inoperative receivers
renains to be dsiermined.)

2,9.6 . Nyintenrnce

The failure of equipment medinthenudiowammssyntuat levels sbove the
public receiver shall autamatically be indicated to maintenance pur-om.gl.

2.9.7 Dual Operstor Positicns ' e s o

Provision shall be made in the Radic Warning System to require the actions of
two individuals to activete the system from any national initietion point.
(The exact ?ethod that will be used to carry out this nquiruent remains to be
determined.

2,10 = INTERIM OPERATTONAL mm: smmvxv'mnm, SECURITY AND SABOTAGE,
2.10.1 Survivebility | pioo ks

‘The Radio Warning System shall be surviveble in the follov.ng sense: in the

event of an overt sttack on the United States (except for an undetected sttack

directed against the Radio Warning System itself), shall be capsbls of surviving
in opersting comdition for a period sufficient to enabls the delivery of a -
pational alert and warning. Nollowing the attack, ﬁuplﬂudxmtihtioﬁ :
mcmmwumdmwwam

wvarping capebility with minimm interruption due to etteck effects. Re nu-

tion planning shall determine the meens of increasing tis likelihood of the

‘coutinued operation of facilities originally included cs system compoients, as

well as tha seens by which other commmicatirns facilities vaich ut sm‘ﬂ'n :
nmwthutm“dwmihmwuﬂm g 7 g O
o
_y}&
l.l.-ﬂ"
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2,10.2 Jam'og

The control portion of the Radio Warning System shall be provided with arti-
jaming capebility. The RF sensitivity of the public receiver camponent of
tie systex shall Le made adjustable and shall be maintained at a level no
greatsr than that vhich 4s necessary to receive legitimate signals from sys-
“en ransmitters.

2.10.3 Spooiing

The contro? portion of the Radio Warning System shall be made sufficiently
secure to p-event its being spoofed. The system shall be designed to enable
the rapid dutection by system operators of any attempt, whether belligerent
or nischima, to spoof the system. The system operators shall be provided
vith the ability to infom the piblic of the situstion as soon as possible,
using the Radio Warning System itself as well as other means of comminicating
with the public.

3.0 SUMMARY OF CHAPTER THREE: ALTERNATE SYSTEM CG!I'IGURATI(!WS

This chapter presents the main charscteristics of three possible Radio Warn-

ing System configurations: Radio-Based; AUTODIN; and laniline-Radio. Bach
:I.s bésad on a somevhat different Mterpretation of the Radio Warni.ng System
niu:ltm, end on differences in the relative weighting of such parameters as
z<liebility, survivability, and security. In addition, a redefinition of some
of tie operational requirements that have been specified in earlier documente~
tion is proposed. In the process of redefining some of the requirements, a
25w of the problem areas have been investigated and discussed. Solutions
offered to some of the problems are based on the assumptions and arguments
developed in this cheapter.

3.1 MISSION OF THE SYSTEM
The mission of the Radio Warning System is to provide the public, through
radio receivers located in dwellings, places of business, and institutioms,
atmlyn:timalalert and voice warning of an inpending enemy nuclear
attack. The purpose of this alert and warning is to eneble the public to
take protective measures o increase the probability of their survival. ‘fhe
Radio Warning System ie di.’ferent from previous wa.ming mtem in that 1t
hu in one nvlm

1. e capc.b:llity of a quick reaction tme

2. The capebility to a]art the public by mrr.ing a dil-
tinctive, &ttmtion-getting sound, n

3.  The capebility ot delivering & voice message to tb- p\d?lic e s
h. The cspebility to coer & broad population.

o
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The Radio Warning System will not replace the existing warning systems, which
have taeir own unique contributions to make in the overall warning situation.
Other systems, however, will be affected by the Radio Warning System, and all
systems vill be made to complement each other and contribute toward providing

a complete warning capability.
3.1.1 Constraints

No attempt to define a cammand end control capebility as part of the Radio
Warning System has been mede in this chapter. Also, the level of detail of
the system configurations presented is not sufficient to allow adequste cost
analyses to be made at this times. Only variations in the comtrol network
subsystem will be discussed. The radio facilities for broedcasting to the
public wvill be considered to be the same for all three configurations. All
of the control network subsystems presented are considered to interface with
a broadcast wubsystem consisting of eight low-frequency, submational trans-
mitters plus approximately 60 commercial broadcast staticns.

3.1.2 Conclusions and Recommendations

All thre: Qifferent system configurations that have been examined in scme
detail appear to be technically feasibls. However, a mmber of problems
remain to be solved before an operational system can be implemented. More
precise dsfinition of the system raquirements, and a rationale for weighing
their relative importancc should be developed as soon as possible to allsw
weeningful cost-effectiveness comparisons to be made of the different con-
figurations. It -is recammended that the principles of Value Engineering,

as dtveloped'bythe Department of Defense, be applied to the development of
the Radio Warning System.

3.2 . RADIO-BASED CONFIGURATION

' This ccnrmmtionubmammbyocnotthemmw (60 xHz)
seminating

time-standard station, WWVB, at Fort Collins, Colorado, for dis

the control signals from the national Mtiltionpointotothctm-j.tterl
that broadcest the alert snd warning me#sage to the public. NBS* is the’
norsal everyday user of the statiom, Mutinsttﬁomtoﬁnp\bnc
ﬂﬂﬁndmhhﬂndfmtheﬁunim“cmwyctmﬂnd

,Durmcnmrb citmtion, wnun”cmtmlotﬂmmuntrwt

frequency shift-keyed teletype signals to comtrol mibnational low-frequency (IF)
end cammercial broadcast stations. A switch closure from the operator's
console starts the transmission of a coded message over the first link of the
control network. This first link, mth-mmwuuncomr-tm
COC to the MBS trsnsmitter at Fort Collins, will be & full-period, microvave

('}
chanmel. ' ‘The purpose of the first control message is to activate the primary

trm-imuat?ortmmmhypmtu them on the air in the OCD mode of
opom:lon. , 3 ) o

t~<~‘ 5 e , L r ¢
National Bureau of Standurds O




e

31 January 1966 1-13 TM-L-1960/090/00

A programmer puts in a timed delsy to allow for campletion of the hardware
switching, and for WWVB to be realy to start transmitting on 61.15 kHz in

the OCD mode. The programmer then initiates the sending of the second
messege, vhich causes & stunt box to provide a switch closure to a transmit
XW] cryptographic device at WWVB. This switch closure causes the KW] to send
synchronizing signals via the 61.15 kAz transmitter to synchronize all of the
KWTs at the lower echelor. stations.

¥hen a canmunication chamnel has been established to the subnational end com-
mercial broedcast transmitters, a transmitted code group causes stunt boxes
to activate controllers et each of these lower echelon transmitters. At the
subnational transmitters, vhich are OCD dedicated and have no other mode of
operation, the controllers have only to switch on the plate power supply and
the transmitters are ready to broadcest to tae public. At the commerciel
broadcast stations the controller has to switch progrem linee, modulators,
plate pover and possibly other equipment, depending on the configuration of
each station. In this manner, all stations will be put in a condition to
broadcast the OCD alert and warning message. The next code graup will be
interpreted by the stunt boxes at all stations to be the selection of the
correct alert and warning tape drive unit from the voice tepe deck. The
selection of the tape unit will be followed by immediate read out of the
taped alert and warning message to the modulators of the transmitters for
broadcast to the public. Once the alert and warning broadcasts have been
started at all of the subnational transmitters and cammercial dbroadcast
stations, a teletype authentication message is sent down from the NWC to all
commercial broadcast stations and printed out on the local page printers.

3.3 AUTCDIN CONFIGURATION

This configuration is based on the use of AUTODIN to provide the necessary
canmmnication network for activating the Radio Warmning Bystem. AUTODIN is
en autamatic switching network operated by the Defense Com~unications Agency
consisting of nine switching centers and intercompecting truk lines. The
netvork is designed to provide high speed, flexible commmications for the
Demrmptofnetenae end related users. It can be used for Redio Warning
System control if tributery lires are added from the switching centers to
the National Warning Centers, sudbnational warning transmitters, and possibly
the local broadcast facilities. ;

In this configuration, each National Warning Center and subnational wearning
trensmitter would be equipped vwith Compound Terminals. The Campound Terminal
(CT) transmits end receives teletype messages via modified Autamatic Sand and
Receive Bets. Transmission is synchronous and in 8-bit cameonh-language
Fieldata code, of shich 7 levels are used for informetion end the Sth level
Yor a parity check. The data rate is 150 bits per secind reqxd.rms wwice
the bmdwidth of a standard te]:type channel,
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m local broadcast facilities will be equipped with both their own IF ruceiver,
and/or an AUTODIN Teletype Twrminal, looped with other facilities for suthentica-
ticn purposes, and as a back-up for ilanual initistion of werning trensmissions
if, for some reason, the I¥ link from the subnational trsasmitter is inoperative.
The Teletype Terminal tranmmits end receives messsges in the 5 level Baudot
code. Transmission is by standard telagraph means. Characters ave sent

asynchronously in bit seriei form.

The low-frequency (IF) subnational end broadcast trensmitters will retain their
present functiomn ¢f providing the radio lirk to the public, but msy or may not
be used to transmit comtrol signals to comme ciel brosdcast stations. The
three national initiastion points at Colorado Springs, Colorado; Denton, 1oxas;
end Vashiigton, D.C, are eack connected to AUTODIN by landline links to at
least two alternate svitching centers. Alternate links are provided to add
redundancy and increase the relisbility and survivability of the system. A1l
traffic on these lines is encrypted to insure the same level of security as
that efforded by the AUTODIN circuits. Drops from AUTODIN will be furnished
to the subnational warning iransmitters in their proposed locations. The local
broadcast facilities may be provided with an AUTODIN drop, or they may depend
on the subnationals for activation, or both.

Vhen the mten 1s activated for any reascn, two flask priority messeges will
be initiated at the Nutiomal Warnirg Center. One will be to the local broadcast
facilities indicating that OCD has assumed control of their facility and the
reason therefor. The second message must contain the time the message vas ini-
tiated from the National Warning Center in order that the LF transmitters can
synchronize thefr transmissions in cess of conflicting frequency aJ.locctions
causing csones of interference.

AUTODIN's speed fits well within the time coustraints of adequate warning. It
is designed to deliver nigh priority messages to any recipient within six

Another requirement of any warning system is that it should not be subject

vo seizure, either for overt or covert purpcees. The AUTODIN switching cen-
ters are secure fecilities and, therefore, ar¢ not accessible to unauthorized
personnel., mo,tr-ﬂicmtmmmismcmd,thenbym ;
it virtmny impossible to uine lines betwren eentors _

mnummhnnamm Itnnmlmmcurhrnm,
shich are maintained cn a contimwous basis, ani it 1s abls to seise lines from
the AUFTOmstic VOice Netvork (AUTOVON) in cese of overload. AUTODIN is a dis<
tributed network, i.e., every svitching ceuter is commected ctl;tomry
other svitching center, making alternate routing possible in cass of line ;
mormmiummnﬂm Kezseges sont betwnen switching cemters
are confirmed emnd ackmowledged, thus gummmmnetmm.
over the system. ' i

-
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3.4  TANDLDNE-RADIO CONFIGURATION

This configuration is based upon use of the NBS transmitting station WWVB and
& lov-quality leased wire line to disseminate the control signals from the
netional initiation points to the transmitters that broadcast the alert and

varning message to the public.

High system reliability is achieved in this configuration by the use of two
relisble, dissimilar commmnication chammels, i.e., radio and leasud wire, to
provide redundancy against system fallure. This diversification of facilities
also allows a high level of security to be cbtained without sacrificing reld-
ability. The fact that the two commmication chammels are completely different
makes it difficult for an enemy to spoof the system. It also reduces the
probebility that any natural or inadvertant man-made phenomena that could
generate a false control signal on ane chamnel would also induce one on the
other chammel. A third benefit gained from this diversity of facilities is

en increased probability of surviving the initial phases of an ememy nuclear
attack. Though both of the chamnels must be highly reliasble, requiring
considerable redundancy, they are not necessarily high cost facilites. The
low data rate requirements of the system can be satisfied by a 15-Hz wire
facility. The low data rate will also allow the WWVB transmissions to be
coded to take meaximum advantage of the availsble ypower and bandwidth of the
systen. This should provide a high signal-to-noise ratio, resulting in

vsery relisble coverage of the United States vith the single transmitting
station at Fort Collins.

When the decision~to-varn is implemented by the system operstor, parallel
svitch closures are sent fram the operator's comsole to a programmer that
interfeces with the radio chamnel, and to a wire encoder that interfuces with
the wire channel. Upon receipt of the switch closure, the programmer sends
a start code group to the controller at Fort Collins, vhich initistes the
changeover of the KBS transmitter from operation in the NBS mode to operation
in the OCD mode. Vhen this changeover is completed, tle transmitter begins
radisting carrier power only at & frequency of 61.15 kHz. At the Netional
Warning Center, the monitor receiver the’ is tuned to this frequency provides
an input signal to the programmer that initiates the second output, i.e., the
tactical alert control messege. This messege is transmitted by the NBS trans-
mitter and received at each of the transmitter sites that broadcest to the
public, vhere 1t is decoded and fed into a logic circuit. vhen the operator's
console furnishes the switch closure to the wire encoder, the code group desig-
neted by the switch closure is generated and semt down the wire line to the
public broadcast transmitter. # :

Mthohnrtaftheemtrolmtmrkmﬁxeloﬂccircuitaﬁmwﬁc
public brosdcast trsnsmitter sites. The logic circuit is the device that
receives the ontrol signal from two different chemnels, checks their
authenticity, snd dscides vhether to initiate the warning brosdcast or sound
mmmrammmzmmmmnmmmtyn
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high that the received alert control zessege is false. The logic circuit
constently monitors both incoming channels. ™Me 60-kHz-monitor receiver

is tuned to WWVB at all times and furnishes en sudio input to a WWVB recogni-
tion circuit, which determines vhether WWVB is operating. This information

is supplied to the logic circuit. The logic circult also contimuously moritors
the vire line inputs. It has recognition circuitry that accepts the codes
generated by a line check code generator, and from the presence or sbsence

of these codes determines whether the wire line is operable.

With this basic information on the conditions of the input channels being
naintained continuously, the logic device is in a position to make logical
decisions about the authenticity of the incoming control messages, and to
implement these decisions by either automatically initiating the warning
broadcast to the public, or asking for a humen decision to be made whether
to proceed wit: the alert. The logic being instrumented ie that, with both
channels known to dbe working properly immediately prior to reception of the
camnands, the ‘probedbility that both channels could be limltmmly leized
by uneuthorized persons is extremely lowv.

3.5 PROBIEM AREAS

Four problem areas have been identified and singled out for special considera-
tion since they are of a fimdamental nature and should be discussed and resolved
as soon as possible. These are: 1) Functions performed by teletype and live
voice; 2) Data rate comsideratioms; 3) Security and authentication; and

4) Overlapping coverage.

Ll Functions perfomedpy teletype and live voice.

A need for hard copy has, in the past, bembmdonthrec
argments: &) to provide text for a live-voice warning
input at a lower echelon; b) to provide suthentication
to the owner of a camercial brosdcas station vhen his
facility is seized by sutomstic circu._.ry for the broad-
cast of a radio varning; end c)to'beuudunboolror
tra*blt-;hoot:mg system malfunctions.

‘thece sr~cents are shown to be :lnvd.id'byohovhsﬁon is
inim’ficicnttinmawcticdderttomadnb
messages and that other, slower means exist for tm.inion
of non-tm-cntical ltrltecic nun.u.

2. Data Rate Cmidcrttlom

Iy

It is shown that without the need for trsnmmitting ad Jid
_uhtmml,thawtmlmwhtlﬁcbwbo '
mmwmmmmumarmm
ilnry-nll m-umammmmrtnn-luion
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of the control messages may be used without intro-
ducing unacceptable delays in the message transmission.
This allows the use of much narrower bandwidius with
significant increases in signal-to-noise ratio. These
improvements ease many of the design problems of the
system and increase the system reliability.

3. Becurity and Authentication.

Different methods of achieving signal security and mes-
sage authentication are discussed. Theee are: a) Use
of cryptographic devices on a simplex, intermittent
channel; b) Two-mode simplex operation on a full-
period channel; and c¢) Two different types of full-
period, simplex channels, each operated in a two-mode
mamer. The latter method is shown to offer high
security, high reliability and reliable authentication.
Costs are moderate since the second channel would be
requiied by the system as beckup to insure high re-
lisbility, regardless of vhether this type o operation
is used.

k. Overlapping Coversge.

The problems of trying to cover the Comtinental Troted
States with adequate radio signals from muitiple trans-
mitters is discussed. Vhen insufficient frequencies
are available to insure that adjacent transmitters
operate on different frequencias to avoid interference

with each other's signals, some form of time-sharing

method nf operatiom must be evoked. This creates two
undesireble conditions vhich are a.scussed: a) The
time-sharing results in interrupted warning to the
public. This is shown tn degrsde the effectiveness

of the warning by making it less likely to wake people
at niht, and by causing less then opw;imn coverage dus
to short-term populstion mobility. 7Tt also creates
snnoying problems in establishing a periodic system
testing progrsm; b) Time-sharing creates aifficult
technical problems. Precise timing synchronization

is requived smong all trensmitters to meke the systwm
operate satisfactorily. This rcquiru additiunel logic
circuitry and precise time standerds. The effects of
intermittent operation on the system hardware, i.e.,

the transmitters end the home receivers, due to time-

sharing can be dstrimental to tiuirpcrtom ina
critical period.

LW .
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ho  sweoRy (v CRAPTER FOUR: AGPOSRD ALKRT SIMAT MND WAWDIG 4SAJSS
!h:l.a chapter 'prewdt. recommendations for the prerecorded alert sigral sad
varning messeges thu® are to be presented to the public op s natiinvide
dasis vis the Redio Varning System. The alert signal end warniry messsges
are to be znceived through special-purpose radio receivers. The prerecorded
tapes containing the alert signal erd warnirg messages are mousted in play-
back acuipment et salected redio stations throughout the cowmtry. BSome
stations axe special lowv-frequency stations; others are specially equipped
M, TM, and IV brosdcast stations. Because relatively few stations are to
he used, the prerecorded ale:xt signal and wvarming asssages must proviie in-
t»11ligence suitabls for dissemination tc the eatire country.

kol CONCIUGIONS AND RECOMMENDATIONS

T..e alart signal recamended is Car Horns R and R2--3peaded, Jenerated by
sanding two horns fxam an waspecified foreigu automobile. The lower-pdtched
«f the two is counded cantimwusly, vhiie the higher-pitched is pulsed at

tae rete of two ilses por second. The minimwm durstion of the alert signal
should de arproximstely k0 sscoris, and the loudness-level 90 & at 10 fest.
Five specifi .essages sxe recormended:

1. A-art signal end varning messase (recasended for
ta(tical warning gz],y).

2. Wning xsisage vithout an alart signal (reccmmended
for strategic werring).

3. Cancel message (to countermand a false alarm disseminated
to the pcbnc).

b, Test i ssage vithout alart signel {for testing tbhs Rasdio
Varning Systex through to the home receiver).

5. Test message vith modif:>d slert signal (for testing the
‘Redio Warning System thrc.@x to the home recei-er and Jondi-
‘tioning the public to the niert signal).

um»amLTMrmmiunm, shose sound pres~ |
thMﬂhWhS}?Sbttmtm

b2 WARNI4G PROCISS

mtutotuhcnutbcmr. sigoal and of Musigning the various xassages
Mu.cma.mmmumwmmman
interfoce of that system with the total civi). deferse ProOgram. mﬂ
-mcqpbodnind,m&qmoﬂcetinuw under the

Pty
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%+ If they are coordinc.ced with the shelter progrum; ihe
messages rust be directed o the level of protection
availabl s,

2+ If they are presentod (ffectively to the public
through training, education, and advertising; neither
shelters nor ths Radio warning System can be elfective
unless tha public is conditioned to the effective use
¢f Tath.

3+ If they are supported by effective civil defense at

the local level. The best national programs in warning

and sheltevs are likely tc be inadequate without close
suppost from local civil authorities, includirg the making
available of local broadcesting fucilities for comrrmications
with the public in the preattack and trav sttack periods.

h,3 RECOMMENTED AIERT SIGNAL
k.3, Selection of a Signal

Only limited 'nformation is uvailable on alert signals suitable for dissemina-
tion ria the Rudio Warning S8ystem. Much ¢f this informetion is oontahndin
s study cerformed for the otﬁ.ce of Civil Defense (OCD) by researchers 3
!uehim S8tate University ()GU). It fdentifield certain sounds and lunnll
uwmsahm:potontm for alerting the public.

Starting vith recordings of k00 .;gxsa--incmdiu curreatly used warning
signals, environmental sounds, elecironically produced scunds--MSU
researchers coiiected over 120C individual subjective ratings of these sounds
(4n both ladboratory and field environments). The 24x with the highest oversll
ratings are: ; :

Reak Signai.
) § MissUe Alam
2 Yelper Siren .

dng 8ispal, Michigan State University, SBSUR 153, Bephember 1063. This
report was completed undar costrast OCD-0B-62-152, { N
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3 British Air Raid Siren--Speeded
b Falcon Horn #1

5 Car Horns R1 and R2--Bpeeded

6 Yelper Siren--Speeded

('me term “"speeded” appended to 3, 5, and 6 above, indicates that these sig-
nels vere played back at twice the level at vhich they were racordod )

On the 'baa:ll of the MSU -tudy the only alert signal that can be recomendad
for the Radio Warning System is Car Horms Rl and R2--Bpeeded. Thie recow-
mendstion is based upon the following considerations:

1. It vas amovg the best five as rubjectively rated in
a series of tests involving over l,eoo-peoplo.

2, It vas among the top three signals; is lu{.‘bctinly
rated by a group of lsborers; this rating vas ofthesomd
in a field of factory noise.

3. It 4s highly detectable in anb:l.ent noise; it ranks
highest of all six alert signals in fields of factory noise,
street rioiae, and speech babble. .

k, Rhthmmwtinmwofw.u:hd.

5.-Itisr4..niquesmad, xavingnoanalosminuwm :
exporicnee.

Car Horns R:I. and R2--Speeded is generated by sounding two horns from en un-
specified foreign automobile. The lower-pitched of the two horns 18 sounded
continuously, vhils the highei-pitched horn is pulsed at the rate of two
pulses per second. The resulting sounds are rendered unspecific by tape
recording them and then rerecording them at twice the speed of the initial
rerording. This process %ends to double the apparent pitch of the signal
and probebly sccounts for the high alerting potential that vas ulim{l

to the signal by a large numher of listeners of various lcu, sexes, and

‘ocoupations. Tt probebly also accounts for the excellent pover this signal
" has to penetrate high levels of ambient noise.

The alert signal ma, therefore, is essentially neutral; ﬁu*ﬁ* **,“_;

‘ ‘Thus, an effective | ‘of training
ur udﬂiﬁa: 2 pubuc to “:rupmc te 1t a)i e {iediate o m
-pcine danger--puclsar attack, qufcctin use of the uhil, hovever, -
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especially through poorly designed tesuing programs, can deprive the liml

of sny etfective meaning, or, even worse, cen ceuse tha alert signel to
connota a meaningless alarm. The signal, itself, is excellent; the me
dﬁnwitmummmmwoummmm,mumo Ce
tion of the entire civil defense program. Furthermore, in the interval be-
tween initial field tests of the Radio Warning System a.ni availability of
receivers to the public, considerable opprrtunities vill be available for re-
assessing the choice of an alert signal.

§.3.2  Durstion and loudness of Alert Signal

The approach of this discussion is to determine the duration and loudnecs-
‘level of the alert signal that appears suiteble for alsrting a sleeping popu-
lation and to use this time interval and loudness-level for alerting both

&z swvake and a sleeping populstion. Becasuse of the uwnavailability of any
data that make feasidle the selection of & tims interval for dsytime alert-
ing, the interval selected for nighttime seems intuitively adequate--given
an adequate signal-to-noise ratio--io alert the population during its. day-
time and evening activities,

In two separate sets of exporixnnts, volunteers - mdthetolcphon-ringto
aveken menbers of a sleeping population.’ Data from these experiments have
been merged, and statistics have been developed for the cumulative percentage
of a sleeping population that can be expected to respond to a telsphone ring
in given periods of time. Teble 1-1 smrizes this information,

Teble 1-1. Time Response of a Sleeping Population to

a Telephone Rinz
A _mﬁ '
(Percent) = (8econds)
50 21
66 o) |
90 ko :
95 53
9 75
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If 4t is assimed that the population is conditiomed to the recommended Alert O
signal to some approximation of the degree it 1s conditioned to the ring of

& telephone, then it sppears tust the optimm duration of the alert signal for
Mninc the population from sleep should range from approximstely 20 seconds

to 75 seconds. It appears desirsble, furthermore, to achieve as high a level

of alert effectiveness as ponible on the first aler® cycls, This hus the fol-

lovina aavantages:

1. It potentially starts the greatest mmiber of pe~~ls
moving to shelter at the earliest possibls time.

4, It provides the confimation of as much repetition
a8 possible to those vho are still grom or skeptical.

3. It provides the greatest insurance mimt premature
system failure or destruction.

Por the reasons given sbove, and particu’arly to minimige the impact of early
system failure or damage, it is recommended that the objective of the system
be to alert 90 percent or more of the population on the first presentation of
the alert. The minimm time for the alert is, therefore, eppraxdimately L0
seconds. ;

It is impossible to determine the extent to vhich the warning message that
follows the alert signal will augment the alert signal itself. If it is
assumed that the cycle of alert signal followed by warning message is con-
tinuously effective as an awakening agent, then a one-minute alert-warning
cyele (of vhich hO seconds is en alert sighal) could be expected to awaken
as much as 95 percent of the population. If, however, the varning message
is not as effectiv> an awakening agent es the alert signal, then a LO-second
alert could be expected to awaken as much u90perccntotthepopuhtion.

The mngenoioe level in a haue that has a radio, television set, orphcno-
graph opersting is approximately 50 &. (The figure is quoted with a radio,
television set, or phomograph operating, since this appeers to be more typical
of current noise levels in the home.) Noise in small businesses runs, on the
averege, from 53.5 to 68.5 db. These figures of approximetely 50 to 65 db,
therefore, set the minimal level of presentation for an alert signal. The
1imit upon the upper range of alert signal level is approximstely 130 @b, the
point at which damage may possibly be done to a listeter's hearing. The

alert signal, therafoto, should ve pnuem;cd at a level mmn bctvoen 50
and 130 ¢b.

mthchuis of oversll research ltudiel, M3U researchers conclude thet the -
alert i $hould be presented so as to provide a sound pressure level of .
80 to 100 &b at the listener's ear. Limited mmuoanmm
ment Corporstion indicates that the recommended alert nighdl showld be pré-
nnudntaloundpnuun hvulof9odbatmfm Though the effort ex-.
pomdinthilmhumtbmconclmin, it appears evident thatthclwlut

alert signal has the greatest alerting potential. * g . O
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"N WARNING MESSAGES

There is little information available regarding the format and conmtent of
the wvarning messapes to be troadcast by the system. The messages reconmended
are based upon analysis of kuown responses of peopls to disaster warnings.
The camplete flexibility inherent in prerecorded messeages allows thé messages
recommended to te changed as more experience is gained with the Radio Warning
Bystem. The nesssges tranamitted are self-explanatory and can be changed
without risk of loss of previous conditioning of the public. Therefore, the
recammended messages can be changed even after the system is operationa.l

h.b.1 Perception of Speesh

Developing message formats and content is further simplified by the nature of
speech itself. A verbal communication is inherently resistant to distortion
because of the high redundancy inherent in speech. The sound pressure level
at vhich the "sssage is presented is also relatively uncritical. There ap-
pears to be an optivaum level for a voice message delivered over any coammunice-
tions system. Below this optimm level an increasing mumber of speech compo-
nents fall below the threshold of audibility; above it the es: tends toward
fatigue. Limited experimentation at System Development Co-poration in-
dicates that the sowAd pressure level of a varning miZsage should be approx-
imetely 75 db at 10 feet. Beyond this point, the distortion inherent in a
loud voice message sounded throush a variety of smail redio speskers beceame
very annoying, perhaps because of the fatigue factor mentioned above.

A more critical factor that must be considered in assuring the quality of the
message delivered to the public is the speed of delivery. Laboratory ex-
periments have esteablished 120 words per minute as the optimal rate of delivery.
This rate 1s used in the time calculutions associated with the proposed messages.

‘Ammrmmmummnammmmms@u

highly qualitative. A verbal message carries considersble information about
the spesaker. Studies bave indicated that listeners often agree among themselves
thtmwnpchruwtouvmuumt;mcommnotm
resulted in attriduting qualities to a speaker with a consistency significantly
greater than chance, but in the wreng direction, Not all the listensr's infor-
mation depends upon the speaker's chnice of words; therefore, carc mist de
wetudtoumthtthldonnnofthmwmmmm
thmicw.tfoctofthwmntofthmm

h.h.2 ‘Message Charactoristics ‘
An effective verning message should have the following attributes:

1. {al. The message should mpmont to the recipient
the ciel poilcy of the wwrmirg agency. In the case of tec-
tioal wvarnirg, the agency 1- tho federal govermment. .
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2. Impressive. The message should not be easily ignored.
The danger erent in the impending situation should be
b.:@?.:l.éit. h part the effectiveness of the messege itself

can be favoredbly augrented by the prior presentatiom of e
ouitablo alert signal; by effective delivery; and by repeti-
tion, over verbatim repetition.

3. Unequivocal. The message should be simple, clear, and
direct. It should, furthemmore, aliow 20 possibility of
inconsintent interpretation; any instruction given should
be complsiely comsistent and noncontradictory.

L., Personsl. The mecseage should convince the recipient
thet he personally is in danger and that the protective
sction prescrided syplies directly to him.

5. Balanced. The message, in order to produce effective
action, must belance the danger of attack with the pro-
tection afforded by taking the appropriste action. Fail-
ure tc do this may produce ineffective, maladaptive actionm,
or mey result in en apathetic rejection of eny action.

-The tactical waming message is & true wvarning message: It warns of & mciﬁ.c
threst (nuclear attack:) for vhich specific protection is availsiule (fallout
shelters). AGditiomally, & tactical warning is time criticali; an effective
response to it must be prowpt. The other messages disseminated by the systea
are not true varning messagas; rather they are announcements of specific con-
ditions warranting public sttention. The tactical warning message snd the
other messages disseminated via the Radio Warning Byst- are presented in Teubles

1-2 through 1-6.

k4.3  Rules for Message Formats

13 i

Certain rules have been devised for formatting messsges. These rules are in-
tuitive and have not been subjected to laboretory testing. ‘nuy have bocn
applied as cmimntly as possidle to all mesecages.

1. ags. 'Thess are one or two atteation-getting
vords “twice) that identify the general charscter
of each type of message. Repetition is used to emphesize
the messege where sppropriste; this is »articularly trus of
tha strategic varning messags, which, 4f it has to wvakin

ammmnm,uuhmtom-ouwmmm
otmmrtuml

2, : op . Vherever possidbls, key words ave
st e start of & sentence or &t the amd of S
a sentence. mmm-mwmwnfuh-ﬁa _ e

of & messags.
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% » Two types of redundency have been built
} into the 0 Warning System messages: redundancy vithin
' each message; and redundancy through repetition of complate
| meassges as long as the system operator feels that mpetition
can rouse more people to take protective tcti.onn

k.5 RECOMMENTED MESSACES :
' Teble 1-2. Proposed Tactical Alert and Warning Message
Teen ‘ Content | Word Time
L Count | (8ec.)
1 | (Alert signal) : ko
2 | ATTACK-«ATTACK 2
3 | THE UNITED STATES IS UNIER NUCLEAR ATTACK] 7
bk | I REPEAT--THE UNITED STATES IS UNDER :
NUCLEAR ATTACK 19 10
5 |GO TO SHELTER 3
6 |60 76 SHELTER IMMEDIATELY &
7 |YOU ARE IN DANGER--YOU CAN SAVE YOUR LIFE|
IF YOU IMMEDIATELY GO TO SHELTER 15 { W
Total| 40 60

.5.1 Tactical Warning Message

It il recamendsd that the verbel portion of the tactical warning message be
mooﬂodttnsmmdprenuralmlotﬁ&ttmtnt,thcraticuthfor
presenting the alert simlttuwmdpresmhnlotm@ltmfm
has already been discussed. ,

| nmummmmtmmmmoomsmumam
two sssumptions: r ‘

1. mmmmmuw,mm
be adoquate sbelter space for the total population, distridu~

Mnumwi&wl}nmumtmh
urben areas.
10
i
L =
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2. As & result of specific end intensive educstional efforte--
rejnforced by the installation of a shelter system and the Radio
Warning Systea-~the vast mejority of the public will Xnow in the
time frame of the system the purpos: of both the Radio Warning

flystém and the shelter system, than:tureottbeattackhuards,
mdthepmpcrncmetomattackmﬁnc

If either of these assumptions is not valid, then the instruction G0 TO SHELTER
camnot be effective. Instead the instruction TURN ON YOUR RADIO FOR INFMORMA-
TION would have to be recammended because of the degree to vhich this instruc-
tion would, vwithin the cbvious time comstraints, allow local officials to re-

inforce the warning and direct the responses of the public.

k.5.2 Strategic Warning Message

msmncvmiummnmtatmvmm‘ow It only varns of
a generalized emergency and, therefore, cenmot prescribe specific protective
m-(mscctionlh.a The responsc of the sudito: generally need not
be a8 timely as his response to a tactical wvarni. ~. The s.rategic warning mes-
sage should be official and unequivocal; ut it cam:bbopmml, mun,
or balanced, st least as these terms have been defined above. Because of the
lack of a specific threst, balance is impossibie; comsoquentl.’, the message must
pmmthmlivmsofummsmrthemmmiminorm
not to cause undue alarm and maladaptive responsés. The a.ert signal is not
used because of the necessity to reserve it for a tactical vuming, which
roqumlstm-criualxw It is recumended that the first cycle of
the strategic wvarning message be broadcast a’ a sound pressure level nf 90 &
at 10 feet in order to increase the probebility «f attracting attention without
the necessity of using sn alert signal; subsequent cycles of the strategic
vmiumwmtobobmudcutatasoundpmamlavelor'lsa:at
10 feet to increase the muisibility.

The delivery of the message must comrr.ic imasdiacy, butmtininmtdmaura
The strategic varning message is, thawf«r2, more accurately charscterised as
mﬁdmmcmtdumspgﬁcmmtohmmm
cammexrcial radio and 1V statious. Presumably the radio or television set,
vheri the listener turns it on, viil give him more informmtion shout a probebls
miclear sttack, but the strategic varning message, itself, is sufficiently gen-
enlthﬁitmhmdtwwmamwwwmm
entire natiom.

Tables 1-3 and 1-4 conte!a the proposed strategic varning au.-'a'.oq. Two dif=
ferent messages are proposed, one for areas served by a special lowfrequency
station (Tedbls L-z the other, for areas umdbyloml&l, M, d .
stations (hbh]ps :
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11 | THE SPATION YOU USUALLY LISTEN TO MAY NOP BE
ON THE AIR--IN THAT CASE TUNE TO ANY RADIO OR

TV STATION THAT IS S THE AR

.
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Table 1ek. Proposed Strategic Werning Message torAm- .
Served by an AN, FM, or TV Btation

Ttem U Content. ‘ | vord | Time
: ' Crunt (8ec.)
L Y :

'EMERGENCY-~ EMERGENCY / 2

THIS I8 AN EMERGENCY | ey
I REPEAT--THIS IS AN EMERGENCY 3

W

FOR INFORMATION TUNE TO RADIO STATION

. WXYZ, 1250 ON YOUR RADIO il
woQlwe
POR INFORMATION TURN ON TV STATION
WXYZ-T7, CHANNEL 10 : 10

5 | I AEPEAT--TUNE 7O RIDXO STATION WXYZ
3250--1250--ON YOUR RAUIO DIAL m il
TNFORMATION 15 { Redio = 25
LD+ 5 o T
I REPEAT-~TURN ON TELEVISTON STATION : ol stk
WXYZ-TV, CHANKEL 10--~CHANNEL 10--FOR 1 o
DNFORMATION .

6-10 (Bame a8 1-5)
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Tablz 1-5. Proposed Cancel False Alam Messsge

{  Item _, Content Vord | Tme
' | jcount " | (Bec.)
1 | FAILE ALARM--~FAISE ALARM b
2 THE ALART SIGUAL OR EMER(ENCY MESSAGE YOU
i JUS™ HE\RD WAS A FALSE ALARM 13
3 | I REPEAT--A FALSE ALARM WAS JUST SENT OUT
OVER THE RADIO WARNING SYSTEM b
b | DISREGARD ANY ALERT SWGNAL OR EMERGENCY
MESSAGE YOU JUST RECEIVED FROM YOUX WARNING
RECEIVER 1k
5 | I REPEAT--0DO NOT CARRY OUT ANY EMERGENCY
| TNSTRICTIONS YOU MAY HAVE RECEIVED FROM
YOUR WARNING RRCEIVER a7
6-7 | (Beme ac 2 and 3) 27 s
8 | IN ORDER NOT TO INCONVENIENCE YOU FURTHER,
WE ARE "OW ENDING THIS FALSE ALARM MBSSAGE . | 15
9 | VS HOPE YOU HAVE KT BEEN BADLY THCONVEN- ¥ i
TENCED BY THIS FALSE ALARM ‘2 | 13 B &
(o Total w6 | &
.m k R PN 7
7585 - .
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%.5:3 Cancel Xalso Alerm Message

This typs of message is nct a varning ressegs: it cancels a prior false alarm
that reached the public. It may be time critical. TIf the false alarm wasar
apperen* tactical war.ing, and the public has been treined to take siielter
praspt®y, es has bean ussumed, then a timely cancel message will minimisze the
incorvenience and contusion by countermending shelter-movemeut instructions.
If, however, thofnhwmmvalmappamnt stretegic wvarning, then the dis-
senination of a cancel message is less time critical beceuse no shelter mowm-
ment is involved. The mensage should be official and wnequivocal, as defined
above, but it cammot be impressive, dalanced, or perscual. Someone or some-
thing asenciated viia the Radio Warning System delivered en fficial" warning,
indeed, a false alarm. There is no possibility of perscualizing such & message;
there is no danger for the listensr to identify it au a threat to himself. The
lack of wareat, and the consrquent cancellation of instructions to take prc-
tective sction, invalidate the possidbiiity of preparing sn impzessive or a
balanced message. The message itself is critical because it uids in minimiz-
ing potential campromiss of the Hadio Werning System end of the entire civil

‘defenge system that may result from a large-scale false alurm™,

Teble 1-5 cmtlins the text of the Proposed Cancel False Alarm Messege. It is
reccamended that this message be presented only once, that it not be repeated
as are the tactical warning and st ategic vaining messages, and that presenta-
tion be at a sound pressure level of 75 db at 10 feet.

4.5:% Test Messeges

Test messages are routine messages to which the public will be exposed wvith
some frequency. The public responsa to these messages can be highly significent:
The messeges can help to 1) familiarize the public with the operstian of the
Bystem, 2) locate failed or failing receivers, snd 3) identify the System as
& source of meaningful, potentially lifesaving informetion. These meassges
are time critical in e specisl sense; thay should always occur at & time select-
odtontchthcbrpstm‘erocrpooph mqlhmldmohanthocmr-
istics of the tactical warning message i%self, though to en extent limited by
th-fnctthattbeymboinzundintuts. The tsst messages oanbouudto
condition the public to the possibility of hearing a warning message over the
nudiohmin;Sy:t-andtothcmedforuchuctmrtotmthopmboctin
uticn spacified. Thus, vhile a test mesasge is not, by itself, a critical
nw, an ineffectively designed or used test message can vastly degrade re-
¥ponse to en attack warning \“en it is ultimately dissesinsted, whils sn effec-
tively designed and used test num can enhance the Tesponse. to an’ nttuk '
wu-ninc

Tables 1-6 obd 1-T contain proposed test messages. The m)rsege in Tabls 1-6
1s designed primerily to familisrigze the public with the operetion of the Redio

Warning System and to belp locate failing receivers. The messags in Teble 1-7,
in contrast, is primerily designsd to help condition the public to recognise
and respond to the alert. signal md 4in the tactical warning message.




levals of 65 db at 7D foel, wd that 'he wlert signal, vhen used, be presented
at ¢ sound pmssuve 10\11.0!60& at 20 reet.

v

Tab)» 1-6. Yroposed Test Message Without Alert Signal ;i

[ Ioem Content - fvora | Time (

| ‘Count (Sec.)

' 1 | TESTING--TE3TING : _ 2
2 | THIS IS A TEST OF THE RADIO WARNING SYSTEM 9
3 | I REPEAT--THIS IS ONLY A TEST 7 9
g 1
! g b | ATTENTION TO THIS TEST MESSAGE COULD SAVE
| : YOR LO'E
, : 5 | WB A.E TESTING YOUR WARYING RECEIVER
| i¥ YOUR RECEIVER NOES NOT SOUND RIGHT, PLEASE
~ mmmrmmmmnaumm
ING OR REPLACEMENT AT RO COST 20 YU 2k G e :

7 | v Av BERGEXCY, & MESRsS ON YOUR vaRNDG | |
| FECEIVER WULD TELL YOU vHAT YOU SHOUID DO - | 26 |

8 ‘mmmonmAwmm.cwm‘&mszﬁ S ety
LI'E ! 191 =
b 9 ﬁmcdncmmﬂma"m,mrommm P P
HISTEM | R TR e g A

10 | I REPEAT--THIS HAS ENEN A RADIO VARNING T o
- | svomaTmer TP wel -
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N It 1. rocmnnd.d that th. texts of both messages be presented at sound pmtm'
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Proposed Test Message with Nodified Alsrt S.gnal
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» Vv
‘ 2
3
k
’_
6.‘
7
8
J: 9

5

Content

Pime

(&c_‘)

THIS T8 A TEST OF THE RADIO WARNING SYSTZX

I KRPEAT--THIS IS OULY A TEST
ATIENTION TO THIS TEST MESSAGE COULD £'VE

IN CASE OF A NUCIRAR ATTACK ON THE UNITLD

.STATES, mro:mmammmswm

LOUDIY: -
(Alert signal at lov voiums)

I REPEAT--THIS IS GNLY A TEST

1IN A NUCLEAR ATTACK THE ALERT SIGNAL YOU JUST
HEARD WOULD ¥E FOLLOWED BY THE IRSTRUCTIUN TO
‘TJXE SHELTER DOEDIATELY

mmmmmummm
mmmmcm&nm

7

&

t LI 16 2k
: 1+ 11 118 WVAMTG'EI'RLDWW
L L SYBTEM 9
% 3 2 y o o
i ] | T { 3 x e Word ;
b 22 | I REPRAT--THIS HAS ENEN A RADIO WARNING SYSTBM | =
LA = esT 10
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g Gen ik Ll Total | 111
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The mc mu of the proposed signeling techniques 'i; divided fxto-Vehch

'

5.0 SUMMARY OF CAAPTER FIVE: REVIEW AND RVALUATION OF NIAC SIGNALIWG

This cluptqr revievs and evaluates the activitins to date of the Federal Com
mmications Camaission (FCC) in the develorment of civil defense alerting

and urni.ng techniques suiteble for use by cammercial radio and TV broadcast
stations. Initially, the effort undertaken in early 1963 by a working group

o2 the Nationul Industry Advisory Cammittee (NIAC) sttempted to devise techniques
appliceble to indoor public alerting snd warning for use in individual homes, -

‘tracsient accommodations, &nd plsces of business. In March 196k, however, the

NIAC effort was redirected toward develomment of signaling teéchniques for initi-
ating KBS operstions.

From thirteen proposals submitted in response to A public notice in !‘ebruu'y
1963, NIAC selected four for further deve and testing. These were

origirated by Columbia Broedcasting System (CBS); Riilco ration (Philco);
General Bluctric Compeny (GE); end Zenith Radio Corporation (Zemith).

5.1  LIMITATIONS OF NIAC APPROACH
The mode of cperstion of NIAC is found to be inadequste becsuse:

- It lacks comprehensiveness. NIAC responds cnly to proposels
ond does not designate cervain techniqms as requiring further

_study.

2. 7Tt capitalizes upon the potential commercial profit that
mcentulprcpomnt stands to gain from his effort. These
mercial goals are largely inappliceble to the develoment of
mrtu( and vaming system.

3. lemqmmm“altomws that such
& system would have to meet. nms,euchofthetuurmcmu

pmcudod to meet h:Lv own. mrronmcc requirements.
5.2 . .POSTTIONS TAKEN BY PROPONENTS

Bach proponent prepared a final report that evaluated his d’fortincw
vith those of the other proponents. A brief m:lov of these is included 1 "
the chapter, together vith tables sumarizing some of “esach ‘of ‘their keéy ze.
wpq R

5.3 NIAC 'mm ncnmm ' %3

-

tests and field tests. These are summrized and found lacking becsuse, though
informative, they are wuncomvincing becsuse they do not estsb?ish ths fact thet
they were dealing with the total radio environment.
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5.b - CONCIDBTONS

Iack of standardized requirements makes it impossible to selact one system as
superior to any other; in fact, it invalidates much of the work performed by

NIAC sttempted to estsblish through a cambination of bench and field testing

(& severe envirorment in which to test receivers for felse alam snd no alarm
failures. The bench testing appears to have been rigorously plamed end svane
dardized, but without tho establisiment of precise test durstion. The field
tests were also carefully designed, but operated for so short a time ss to
make i possible axy guarantee that the test enviromment exhaustively represented
the f',.uma of enviromments in vhich operstional receivers would have to

wvarning ummna tcchniquen and an essociated receiver prepeture. This is
true even if the receiver is used only for initiating Emergency Brosdcast

tem (EBS) operations in the participatiug radio stations. Acceptence of

‘of the proposed techniques, even if it is only for controlling EBS, will

to preempt signaling techniques used for home mrtingandmn.ing It
nhhmmwimdmorthonwwu&uqmeror
EBS comtrol will make the broadcasters reluctant to implement. a second tochnique
forhc-t alerting and wexrning. If a technique is selectod for EBS .control be-
fore a technique is selected for public alerting and warning it is possible that
the optimm public alerting techniqus mey be i.ncnoxibh vith the EBS comtrol
technique.

BEfie

o

0  SWMMARY OF CHAPTER SIX: PROBLEMS OF PREDICTING RECEIVER RELIABILITY

This chapter discisses the use (and misuse) of probobilistic models for pre-
dicting the false-alamm relisbility of receivers for the Redio Warning System.
What prompted the discussion vas an exmmiration of two such models derived by
corporate members of the National Industry Advisory Committee (NIAC) Systems
Analysis A Hoc subcommittes. Ons was mdbythowom:lnrw
of amn*."a.‘?tric Compeny; the other by Philco Corparstim.

mm&mncmlmmmmummotmmw
tail, vhich are demonstrsted. More important, however, both mofiels may be in
error on wore basic grounds: A mathematical model of a resl process is caly as
valid as the assumptions upon wbhich it in based; andtbcunmtimmvﬂid
only to the extent lbthcymmttthcproeeuthcymmwml,
In the problen at hand, that of predicting the likelihood of receiver false

alarm, two broad areas dmmwhmmmmm
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1. The relative impact of frequency, -puwa., and Gurstion
onthclmuhoodoftnudam unot clear,

2. m&motovhichtheabmcmutielmm
related in the likelihood of their assuming ccrtain values is
not known.

Therefore, it is recommended that eitber such empirical data be obtained, or

that sttempts at this kind of prediction through msthematical nodnnnc be
avdided in the futivre. ;

7.0

This chapter presents a ntt.hod for prenntms a brosdcast station from ever
transmitting demiting signals to radio wvarning receirers tuned to it during
normal broadcast operations. The proposed method removes objections that sta-
tion ovners might have to using devices that could degrade their transmissions.

The technique uses notch filters to remove the demuting tones from broadcast
material. The technique overcomes the objections of brordcasters by inserting
the notch filters dynemically into the station programming line only vhen the
demuting tones appear for e long enough period of time to threaten a false
alarm. If a valid warning is required, the notch filters would be inhibited
rmmmmmmwlmurontm demuting tones wre trans-
nicted. Thns, the notch filters would be in the programming line only as long
as they were needed to prevent a false alarm and would not degrade the quality
oZ normal program meterial. It is recommended, therefore, that all future vplan-
aing for the Radio Wnining System include dynsmically controlled filtering
m. : :

8.0 srnm CE' t'nm EIGHT : com RECEIVER ummm

This method reviews and sumsarizes work pu-tomd in daveloping secure -1m1

m uthodl for demuting home warning receivers. This effort evolved from an
120 of receivers developed by the Natiomal Industry Advisory Commit-

toe (m\c) Tvo dtﬁc:l.miu were found in the NIAC evaluatious:

1. The attuptto enhance’ Mofthnpom with mathemsticel
analyses based on unsupported assumpti~as’ ‘about the noise snd prograa
material cnviromments of the proposed raceivers was tlwarted by the
lack of tdequate information on the’ Mrihutioeotmm in the
brocdcue-mqmncyband.

2. Also lacking was eny mfomt:.an on the time, Awration, and
rroq_ucncy of tones th.t exist in commercis\ broadcast materisl.

Tohagter "!"1,'10",""&71«‘ low and Analysis of NIAC Signaling Methods."
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wince it ubcucndthcttuchuummxutmmtho form needed for &
proper soalysis of the effects of progrex material on receiver demuting cir-
cuitry and, furthermure, thet any effort to collect adequate data would be
time-consuming, costly, and inconclusive, it was decided to study the pos-
sibility of developing demuting circuitry that would respond only to unique
signals that could not normally be produced by either natursl or man-made
sources.

8.1  CONCLUSIONS AND RECOMMENDATTONS

Several configurations involving special usage of sing’e or dual trensmitters
with particular receiver designs were investigated. Three of the most note-
worthy designs--a two-tranmmitter councept; a tvo-station coherent signal con-
cept; and a single-station coherent signsl concept are discussed and considered
to be technically feasible, but are rejected for poasible application in the
Radio Werning System because of excessive costs.

A coherent receiver is presented that applies the ccherency principh to reed
relays as a means of bringing costs down to an accertable level.

Although only part of the circuit described has been treadboarded o.nd. tested,
it is believed that its principle is sound and offers the real possibility

nr mroving the false alamm characteristics of the radio warning receiver.

As comparstive costing figures are st1ll not svailable, it is not possible to
place a dollar value on the costs of this design; however, the mmber and types
of camponents used are comparslle to those used in the conventional two-tone -
demting circuit currently under dsvelopment for.OCD, apd it is believed that
the costs should bc in the same range. Nore development work needs to be:dome
to prove the cperation of this circuit, but it is believed that such an effort
vould be worthvhile to the Redio Warning Program. It is recommendsd, thutom,
that sucd “Aevelommental work be undax'tmn

9.0 SUMMARY OF CHAPTER KNINE: AWMWWMEMW

Three redio varning bowe receivers are compsred in this chapter: thoam
byrhucocorponmmzmmmcommwmmmm
Advisory Coomittee of tls Fedursl Communisaticiis Coamission, and the one thet
is bom dcvol.cptd for th- Office of 01711 thenn.

matmmdcrit&utht aze used to compave these receivers, omv:l.th
Mh-r, are derived from sn authoritative document accepted vithin OCD which
defines the operstiimal requirements for the Redio Wmmm(mm
Ons, "Interim Operational W").

9.1 oo-cmmn AND mmmma

Enamersted is & compilation of those Tequirements pertinent to tbe hows _ < I
receiver. mrc follows an evaluation of sach receiver in autba to t\uo i e

N
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requiremecats, supported by a table mtmg the -ignificant operating paramsters
of each receiver, The oculy real differsnces in the receivers are the logic of
the demuting circuitry and the philosoply of operstion. The OCD receiver design
vas the result of a careful considration of the operational requiremsnts s
propounded and defined by numerous discussions end- working group meetings with
OCD technical persoansl. On the contrary, the NJAC rxeceivers vere derived inde-
pradently by individual manufacturers each working rrom his own définition of
the operstional requirsments.

Yleing ths requirements generally acceptable by OCD as a yardstick, ithm-
dent that, of the three receivers compared, only the OCD-proposed one is compa-
tible with t!» mission of a civil defense public varning system.

10,0 SUMMARY OF CEAPTER TEN: IETERMIEATION OF CONIROL FREQUENCIES FOR THR
B0 SRR BT et AR e .

This chepter, which extends ideas ARIUCS DA e 3l 81x,* focuses
on the following problem: Is it possible to arrive analytically at an optimm
gignaling technique, uvring conventional methods, thet will minimize the prob-
sbllity of ruceiver false alarms caused inadvertently by normal broadcast pro-
grem aaterial?

The approech taken in solving this problem may appear to violate the conclu-
sions previously presented in Chapter Six because mathematical models are -
used. Howsver, the mcdels are qualitative, not quentitetive, and the conmclu-
sions drmnmthenmbuedonapiricalknomhdp ofthotype otprou-
material thst the models describe.

10,1 CONCLUSIONS AND RECOMMENMATIORS

The resuit ir & recommended signaling technique for comtrolling tae public
receiver camponents of the Radio Warning System. It may be sumarized as
follows:

1. Actomatic Recovery From False Ah.m

Whatever sigualing technique is used to activate the riblic reeoiur,
it must be such that a receiver, accidently activated by noise in
the radio envirommen’ that duplicates the effect of the transsit-
ted control tonu, Uubouticcll, twrns c:t‘f in the absence: of mah
noise.,

2. “&bmdibh" Omtrol Toues - &

The cantrol vanes used to activata the public receiver m be in-
audidle at the receiver outptxt, l;ri.ng either above or below that -

l"mtu- of Pnd.lctinc noecim MImmty.

i e
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mgdmmmdmwwmh\mmﬂ. 8ince
"superendible” frequencies are reproduced in pnctictll.z

casbinations in the course of musical programming, the

audible” spectrum sppears to have greater potential for t.ln-

alam-free control. This potential can be enhanced by the

proper selsction of comtrol tones.

2. Paralle)l Operstion

It cen be demonstrated that a control signaling technique vhich
uses n tones tranmmitted simulteneously is inherently more re-
lisble than a technique which uses n tones transmitted in se-
auance.

k. ' Continuous Spectrum of "Musical® Tones

The musical scale must be considered as a continuous spectrum
as far as analyzing the programming environment to vhich the
public receiver vill be exposed. In other words there are no
frequencies that camnot appear as musical tones, not even in
the "subaudible" range.

5. Characteristics of Demuting Signals

It is recammended thet the signaling technique used to activate
the public receiver in the Radio Warning System have the follow-
ing characteristics:

a. Two Tone Simultanecus. The system should use two
.simaltaneous tones.

b. ' erence. The higher tone should have a
frequency poroentsrutcrthantholmrm

Ce m of o The two tou. should

both lie in octave botmsommoxz,
cbilinthoocbmbanduppmtdy

AS and A2,

4. Ten-Second n-'neg The two tones should be -
t 10 seconds. The time delay of
tho receiver should allo ‘be at least 10 ncmu

Iti:oz\uemdth:ttvosuimbh tones ior use in receiver eontmlboﬂ'rnm
-‘ 52 He ¢
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CHAPTER TWO
INTERIM OPERATIONAL REQUIRENENTS

1.0 INTRODUCTION

This chapter is & compilation of the operational uirements for the proposed
Office of Civil Defense (OCD) Radio Warning System.! The major portion of these
requirements is derived from discussions about the capabilities desired for the
Redio W, ng System among OCD personnel and the comntractors concerned with the
system,” These discussions have taken place at the three formal meetings of the
Working Group for Radio Warning (6=9 July 196k, 29-30 September 196k, and 8-10
December 196k), as well as in several informal uetinp involving OCD and contrac-
tor personnel during the six months prior to pubdblication (1 February 1965).

2.0 ZONCLUSIONS AXD RECOMMENDATIONS

The operational requirements that are listed and explained in this er
constitute a consensus of the best thinking that has been done to 1 Febiuary
1965 on the Radio Wurning System. These requirements represent a statement

of the areas of agreement that have been resched among responsible psrsonnel

of OCD and associsted contrectors as to the basic operation of the Radio Warning
System. It is recommended that these operational requiremsnts be accepted by
OCD &= the basic set of criteria defining the operation of the Radio Warning

Systen.

Such acceptance by OCD will then become a recognition by that organization that
the preliminary steps in the design ¢’ the Radio Warning System have been taken
and that a foundation for all future development work has been laid., This recog-
nition will then serve as notice to sll design personnel that their designs must
conform to the set of operational requirements that have been agreed upon if they
are to be considered acceptable to the Radio Warning System development program.

While these operational requirements should te considered as defining the
fundamental principles of the Radio Warning System and, therefore, should be
binding upon all design personnel, they should not be considered immutable.
The development program must be flexible enough to allov changes tc be made
vhen early estimatzs of requirements are found to be invalid im the light of
incressed knowlidge gained in the system development process. The making of
these necessary changes should not be inhibited by this set of operational
requirements, but the discipline exercised by OCD in directing the development

1, m- chaptor contains the u-o hfomtion as, but does not supersede, Radio
‘ 3] . Opers e vhich vas published as §DC™

2. System Development Corporstion; Stanford Research Institute, Nenlo Park,
Californisj; and Gautney and Jones Commumications, Inc., Washingtom, D, C.
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efforts on this program should require that changes reccmmended by any wnember

of the development tean be coordinsted vith the othrr members. It is equally

important to program discipline that steps be taken to amsnd the documentation

of the operational requirements so that the design base for the system will

alvays be up to date and available as a source of basic input to all members

of the design team as vell as to. other interested agencies and organizations.
4

.7

3.0 BACKGROUND INFORMATION
3.1 UNDERLYING PUBLIC REQUIREM' ITS

Before the design and development of a system to warn the public of a civil
defense emergency can te completed, the basic needs of the public as they
affect the system must be determined. Without & firm understanding of vhat

it is that the public wants and needs in the way of varning, any design and
development efforts will be carried out irn a vacuum, The needs of the pudblic,
as they affect the sysiem, must be examined in two separate time frames: ‘
first, vhen a situation arises that puts life in i'mediate danger, and secomd,
in the normal preemergency period vhen participation is needed to make the
systen ocperate effectively and to finance its installation and upkeep. The
requirements derived from these needs apply to the entire Civil Defense
Warning Systemyof which the Redio Warning System is a part, elong with sirens,
public address systems, NEAR, and any othr techniques that msy be used in
various parts of the country. The public does not specify the means by

vhich the varning is delivered so long as it is received.

3.1.1 Emergency Time Frame

In tine of danger, vhen the alert signal sounds, a persor vants snsvers to the
following questions:

What (s happening?
Is it the resl thing?
What do I 4o sbout it?

He wants answvers, and, in an age of nuclear peril, he nweds them irmediately.
From these questions, it is possible to derive thres basic system requiroments
that the user demands.

1., Coverage. The system rst be designed to reach as many people as
possible within the constraints o/ rapidly sccelerating costs, It -
must deliver an alert and warning > uptly any time of the dey or
night, any time of the year. It must reach members of the public

in virtually any location vhere they may be in their normal activities.
To be sure, these can only be design gosls, bt every individual
citizen of the United States who cannot be rzacied by the system
represents & compromise of this particiier system requirement.
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2, Credibility. Not only must the public receive the warning, the
varning itself must be credible enorgh that the public will react as
though the threat vere real, If there is sufficient doudbt, valuabdle
time cun be lost vhen minutes, surely, and even seconds may count.
The system must be reliablz in performance, and the warning process
must contain self-authenticating features,

3. Content. The warning process must insure that direction as to
vhat to do to meet the emergency is provided to the public. This
presupposes the existence of protective measures and an interaction
with the shelter system during the emergency plaaning process. It
leads to a requirement that the aystem be capahle of transmitting
voice mesaages and thit these meswsages be intelligible in a time of
great stress. Tinally, since theare will be local variation in the
planned courdJe of action to be followed by the public, the system
must be able to provide warning information and direction that 1is
integrated with local protective measures, Again, it must be
remembered that this requirememt appliea to the overall warning
system, not necessarily to the OCD Radio Warning System iiself,
Local voice messages may be provided by another component of the
wvarning system. 17 this is the case, however, the interface between
the OCD Redio Warning System and such a commonent will require
careful planning to insure an integrat=d functioning of the warning
process.

3,12 Normal Time Frame

In the normal preewergency time period, the public will be called to support
the system in several ways, First, and foremost, the public will have to
pay for the system. This may be done solely through taxes -~ each family
nay, in addition, heve to buy a piece of equipment out of pocket. BSecond,
the public may have to be called upor ¢o interact with the system in a
training or testing capacity. This may be necessary not only to train people
in hov to save their lives vhen an emergenc; arises, but also to insure that*
the varning system itself will operate effectively in the eveont it is needed,
Finally, the public »ill probably be required to put up with some annoyance
from the system, particularly any part of it located within the home. This
annoysnce may rapge from having & little black (or perhaps off-white) box
cresting an unsightly effact on the bedroom well, to having this box fail
and ponr out 80 or 904d of rockeand-ro.l music at two o'clock in the morning.

The degree to vhich the pudlic is willing to participate in supporting the
systen and interacting with it will dbe conditiocned by two sudbjective probae
bilities, First, how 11) )ly is it that en attack will occur? In other words,
is there a need for the system? BSecond, if an atteck comes, are chances ar
bstter 1f the vublic receives a varning? In other words, will the systec do
any good? While OCD can have no control over the first factor, the second
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one-=Will the system do any good?==can be afficted by the design of an effective

system, by an educational campaign, and by related measures, The greater the
public reliance on the warning system the more that memhers of the public can
be expected to contribute in money and effort, the more they can be countea
upon to participate in testing, and the more forbearance they can be expe:ted
to offer tc inconveniences imposed hry the system,

3.1.3 Conclusion

The public needs that must be met in the design of the Radio Warning System.
can be summed up in the form of three system requirements and one conditioning
factor. Requirements are that the system must provide the maximum pussible
coverage, must have adequate credibibity, and, to the degree made necessary
by the capabilities of the entire warning system, must be capable of directing
the public to carry out a feasible course of action to meet the emergency.

fhe conditioning factor is that only to the degree that these are provided

can the public be expected to support the implementation aad operation cf the
system and participate with it in working effectively toward their safety,

In designing the system, the requirements must be met, The conditioning
fector cannot be put in quantitative terms, but it will certainly impose
constraints on system design,

3.2 THE ROLE OF OPERATIONAL REQUIREMENTS IN SYSTEM DESIGN

In the previous compilation of the operational requirements for the Radic
Jarning System (TM=I~1960/021/01A), a distinction was mede between the terms
operational capability and operational requirement, These terms were put
forth in an attempt to distinguish between the general statements made during
the ¢arly stages of system design describing characteristics desired in the
system, urd the more precise statements of minimum levels of performance in
specific areas of system operation which set the standards which the system
designer must meet, The former constitute, in the sense used in the previcus
compilation, operational capabilitics, the latter, operaticnal resqilrements,
These terms ale, however, somewhat confusing because they have been used in
exactly the orpesite sense in other contexts., The fact remains, hovever,
that there is a difference vetween the set of operational rea_uiremeqtl that -
are usel in the actual deuign of the system and the initial "wish 1list"
drawn up by the people who intend to operate the system, but who have not
had ¢ great deal of experience in the analysis and design of systems, The
Annex to this chapter contains a list of desireble features for the Radio
Warning System drawn up by the Directorate for Plans and Operations of the
Office of Civil Defense, For the system operator. these constitute a set of
operational requirements, For the system designer, however, they require
further refinement,
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e sat of operational requirements which the system designer must have estab-
listas the minimum standards which are to be used in determining vhich system
configurations merit consideration for implemsntution, Any configuration which
msets the operational requirements must be considcred equal, at least for study
purposes, to any other configuration which meets them, This means that the set
of operational requiremeats must specify characteristics and levels of perform-
ance in every area of operation judged essential to carrying out the mission of
the system, and, es importantly, only in such areas. Whil.e it is uot possible
in practice to prevent additional capabilities which a particular configuration
may posaess from entering into the evaluation process, it must constantly be
borne ir mind that if these are not essentlel to the system's primary mission
they stould not be veighted heavily in the evaluation, If it is decided tuey are
necessary, then the requirements should be modified to recognise the need for
these capabilities and all feasible configurations should be cvaluated against

tlenic

In order to illustrate the iterative process necessary to bridge the yxap betveen
the system operator's specification of broad operational requirements and the
system designer's need of a more precise statement of these —equirements, several
examples of mcdificaticns that have been made to the requiremenis for the Radio
Warning System are discussed below,

3.2.1 Population Coverage

It was previously specified by OCD that the system was tc be designed to provide
s signal to logngment ‘(or nearly so) of ihe population of the United States.
Howaver, the numbe> of people vhich the system will reack is not entirely within
the control of the system designar. It is determined in large measure by the
cost of th~ receiver and tha temper of the population at the time the system is
installed. Therefore, the choice of system configiration ceinot be affected one
vay or the other by the number of people it purports to cover since no specifi-
cation of population coverage cun be claimed Jor any given corfiguration, To
this factor must he sdded the decision by OCD initially to exclude sutomodbile
rodiocs or personal receivers fiom the system. Estimates of the populctiocn in
automobiies during pesk traffie periods of the dar range as high as 25 percent,
Those locatea outdoors and ewcy from radio receivers add a sizeable smount to
this number, Thersfore, ever if ihe system designer could specify receiver
distribution, it would still be impossible to npecify a percentage of the vopu-
lation of the United States vhich the system would reach. As & result, there

1s no requirement included specifiring the percentage of the population which the
the syster must reach,

3.2,2 Regiona} Networks end Initiatiem Points

Much discussion has been devoted to the problem of providing a public varning
capability to the OCD Regions by means of the Redio Warning System. Until
recenily, it was bolieved by certain individuals within OCD that such a
capability was essantie® to the system and a requirement to this e’fect
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has been included in the previous two compilations of the operational require-
ments. However, it has recently been decided that this feature is not essential,
hovever desirable it may be as a bonus benefit in any particular configuration,
Therefore, the previously included requirements fur regicual iritiation points
and subnational networks have been omitted from this compiletion,

3.2.3 Rellability

The system operators have specified only that the system be reliable, Before
detaiied requirements in this area can be writt:n, consideration mist be given

to many interrelated factors which affect system reliability, (e.g., false

alarm versus no alarm failuree, redundancy in hardware compotints and communi-
cations channels, noise in the radio frequency environment, human reliab®ility

as it affects the system, nesthuds of system testing, etc.). In T™-L-1960/021/01A,
it vas specified that the system be equipped with an automutic closed loop cca-
tinuity checking feature which would virtually guarantee reliability of the degree
which the operators desire. However, the inclusion of suck s feature is not
technically feasible in every configuration nor, because of radio frequency spec-
trum crowding, is i1t likely to be possible in any configuration., Therefore, this
requirement has been withdrawn and replaced by a more general requirement zpeci-
fying a minimm level of reliability,vhich must be met by any configuration
regardless of he techniques used %o insure its reliability.

3.2.4  Cost

System cost ir, in effect, one of the criteria that will be used to judge between
competing configurations tha* have met the other operational requirements. But
it is not the only one, Time, easze of implementation, and compatibility with
existing and planned systems are others, Political considerations may eventually
enter into the determination of vhich configuration to choose as well., Therefore,
it cannot be specified that the system configuration which meets all of the other
requirements and can be installed for the least cost, will be chocen. Nor can a
minimum receiver cost be established as a requirement. The $10,00 figure whica
has V' =en discussed previocusly has always been regarded as a terget figure,
Furthermore, it has generally been treated as a cost *,0,B. the manufacturer's
plant, The dirtribution costs have to be added to it. Since any given require-
ment has to be met by & given configuration on a go, no-go basis, and, asince
there is no reliable estimate of what the receiver will cost, there is nothing
to be gained by including such a requirement in thic compilation., Iven if a
$10.00 figure were established as a maximum cost for the receiver, past studies
of public willingness to procure a receiver give every indication that the pro-
spective :'rket for the receiver will not be adequate without a major OCD educe-
tional campaign., Thercfore, it is proposed that cost serve only as one of the
criteria for judging between the proposed confligurations, not as a direct con-
straint upon the design of suci. configurations,
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3,2.5 Strategic Versus Tectical Warning

Opinion vithin GCD is dirided as to whether system planning should include pro-
_vislcns fer strategic wrwning or not, It is believed by esome within the agency
that the goverument does Dot presently plan to use strategic warning and that it
would oe unlikely that the government would ever risk its own domestic support

as vell as possidble international reactions by mobilizing the pubiic, so to
speak, nrior to the actual detection of an enemy attack, Others in the agency
stress the poteitial use of the system for stritegic werning., Taey beliove

that 1f given a ready means to communicate directly with tha publ..:, the govern-
ment would be more likely to take advantage or it to increase the flexibility of
its response in an international cricis,knowing that the public can te given
emergency direction with no delay, if necessary., In vhis compilation, there are
vequirenmenis as wvell as jJustifications of requirements included on the basis that
the systea will be used for strategic as well as tactical warning. None of these
requiremerts significantly changes the configuretion of the system from what it
wvould be if only tactical warning were bring planned, We believe that this
spproach s¢llows for the fullest util. zation of the capabilities of the system

and assures the government that it will have a system capable of the greatest
possible amount of flexibility.

3.3 GROUND RULES AND ASSUMPTIONS

3.3.1 Current System

Tre outdoor/indoor alerting and varning system Lased upon sirens and the Emergency
Broadcast System (EPS) has been judged to be inadequate for future needs by OCL,
in part, because it does not satisfactorily alert the indoor pojyulation. Conse-
quently, the ne2d exists for an automatic indoor system to augment the outdoor
system. |

3.3.2  Badio- jsed

The NEAR program examined the feasibility of, ani developed au indoor system
based upon, power-line alerting. This system, however, has certain shortcouings.
TLe present program is directed toward the development of a radio-based niorting
and warning system. Such a system has already been shown t. be feasible.

1

1., System Development Corporatiomn, Interin g%Frt for the Office of cui; Defense:

SEAR System Study, ™-L-1505/0k0/01, .

2. Lawrence Siegel, Jpterim rt_to the Office of Civil EMI! Civil Defense
Warnin O, Radio Corporation of Asmerica, 1993,
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3.3.3 1968 Start Late

Installation of the Radio Warning System is planned to start as early as 1968
it deploymer” of such a system is approved.

3.3.4 2potective Measures

It is assumed that an adequate shelter program shall be available by the time
the Radio Warning Svstem is installed, No assumptions are made as +> types
of skelters or shel*er-access time,

3.35 Heshomogeneity

Although outdoor alerting techniques using sirens have been judged inadequate
to do the entire alerting and warning job, they will still be a part of the
system and may even be improved by the 1968 time period., In additioca, the
currently limited use of public address systems for voice warning my be
expanded to include other gecgraphic areas,

3436 Emergency Broadcast System

The EBS ia assumed in these reiuirements not to be a constraint on Radio Warning
Systeu cperaticn, While all of the services curr _atly provided by EBS will
still heve to Le provided, this does not imply that EBS is a part of the Radio
Warning System or chat FBS will coniinue to exist in its present form,

b0 INTERTY OPERATIONAL REQUIREMENTS

Listed below are che 6perutional requirements for th: Redio Warniag System
arranged under the following six calegeries:

1, Function. What does the system do?

2, Coverage. Whom does it reach?

3, Structure and Operation, How is it set up and how does it work!?
b, Response Time, How long does it take to d> its job?

5. Roliability, How well does it do the job?

6., Survivability, Security, ard Sabotege. How diffic:it is it to
put it out of cctgon, Jem it. or spoof Et? :
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b1 FUNCTION

The operational requirements discussed in this section are those which, taken
together, specify the minimum number of functions which the Radio Warning

System must carry out.

L,1,1 National Alert and/or National Warning

The Radio Warming Syetem shall p-ovide the public, through radio reoceivers
located in dwellings, places of buciness, and institutions, a timely national
alert and/or national warning of an enemy attack and/or the effeots of such
an attack.

That the system must provide warning of an enemy attack is axiomatic, That

the system should provide only nationel warning is not. At the first and
second meetings of the Working Group for Radio Warning, much discussion was
devoted to the need for the delivery of local warn'’ang instructions by means

of the Radic Warning System. It vas finally determined that in the viewpoint
of the representatives from the Directorate for Policy and Programs and the
Energency Operations Division in the Directorate for Plans and Operations,
this feature was to be treated on a priority basis with first priority being
accorded to the delivery of a national alert and national varning message,

and second priority to the delivery of local warning instructions, However,
only those operational capabilities which are essential to system operation

can be specified in operetional requirements. Therefore, in the operational
requirements for the Radio Warning System there is nc requirement for deliver;
of local verning instructions, It is noted, howeve:r, that there is a regquired
interface betweeu the Radio Warning System and the system which will p??%ﬂ:-
local alerting and warning (see Sections 4.1.2 and »,.3.12)., fThe ebility to
transmit local varning messeges will exist through local broadcast stations,
The Radic Warning System and the local broadcast stations designated to transmit
local warning information will have to intersct with each other. In all ceses,
the operation of the local broadcest station vill have to be synchronized

with the Radio Warning System in order that detailed local direction can bLe
provided to the public immediately upon their receipt of the natiora' vwarning.
In eddition, it may be necessary to provide some common programming links

to the local broadcast stations to enable the delivery of lengthy messages .

of & national character to the public without taking up an inordinate amount

of time on the Radio Warning System, This could be done by using netvork lines
or the AP=UPI teletype circuits. . '

The Radio Warning System must be able to deliver an alert signal followed

by a warning message, as well as a warning message alone without the alert

signal, If the system is to be used for both tacticel and strategic warning,

the content of the two types of warning will be very different, The time -
limitations imposed upon the reactionr of individuals will also be very different.
Recipients must hee some way of distinguishing immediately betwsen the two

types of varning., The presence or sbsence of the alert signal provides

the necesrary distinction, If the system io used only for tactical warring,

it might be argued that it is possible to include a noisemaker in the home
receiver rather then broadcast the alert signal. If such a configuration
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vere alloved, however, it vould mean that every false alarm would result in
the sounding of the slert signal and the way would be opened for certain types
of receiver failure to have the same result. - If this vere allowed, there
would be less public confidence in the urgency of the alert signal, (See
Section ho3ol

In a strategic warning situation, time, while important, is not as critical
as in a tactical situation. It is important thet everyone get the message,
but other means than the Radio Warning System can be used to accomplish
this once it has heen transmitted. Nothing is gained by preceding the
message vith the alert signal. In fact, there are compelling reasons for
not preceding the strategic warning message with the alert signal, JIn an
extended period of extreme tension, one characterized by s succession of
crisis incidents, the government might want to use the system several

times to convey strategic varning to the public, If the alert signal is
used each time, the sense of urgency which it must convey will become
increasingly diluted so that when an attack actually occurs, valusble

time nsy be lost because the public does not immedietely realize the true
nature of the situation,

The urgency which the alert signal conveys must be reserved for use in
tactical warning., Time is crucially important in areas wvhich are actually
targets, and is ir portant from the viewpoint of local residents in

areas vhich are considered likely to be targets. 1Tn such a situation,

it is advantageous to have a means of conveying immediately a sense of the
degree of danger vhich exists., Those who are trained can save valuable
seconds, perhaps minutes, if they begin at once to move to shelter, There
is the additional problem of avakening sleepers and gaining the attention
of those in noisy locations; this problem is moryv important in the cese

of tactical warning than in the case of strategic warning. The alert
signal provides both the indication of urgency and the means of overcoming
irattention or sleep. Since this dual capability is needed only in periods
of extrens time oriticality, ti- alert signal must be reserved oxcluvsively
for tactical warning.

The rejuirement for & voice warmning capability has two i'wmediate consequences
vhich affect system design. First, it precludes an alert-only system. Becond,
it ixposes a vital restriction on the design of thc homs receiver, The most
singular sdvantage that a radio-based varning system has over previously investi-
gated systems is its ability to carry voice messeges into the home, Redio warn-
ing makes possidle a range of public resronses in an emergency.

The amount of money waich will be invested by the government and the pudlic in
such a syster vill be large regardless of vhether the system i3 designed to deli-
ver only an alert or both en alert and a verniag, To restrict the system oaly to
en zierting function would be a aisuse of resources since it would fail to take
edventage of the unique capabilities of redio, would limit the potemsicl
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flexibility avuilable to the warning progrem, and would deny the American public
e means of saving many lives in the event of a nuclear attack, Moreover, it

is unlikely that such a configuration would be any less expensive, Many of

the same receiver functions wvould have to be carried out in both configurations,
The distriboution costs would be such that the difference in final cost to the
purchaser would probably not be significant, Finslly, the installation of

aa alert only configurstion, iccompanied by the educational campaign necessary
to convince the public to buy, would make it extremely difficult at a later
date to modify the system to an alert and warning configuration, Having
p'irchased one receiver, the average individual will resent being told that

his receiver is no longer adequate and must be replaced, Planned obsolescence
will have grave consequences if included in the Redlo Warning Systenm,

If it is to reproduce voice messages, the pudblic receiver must be equipped with a
loudspeaker of suitable bandwidth, If it is to be able to deliver both an alert
and a warning, or & warning alone, it must be capable of selective response,
While this does not preclude locating *he noisemaker in the receiver, it does
mean that the receiver must ba capable of being unmited with or without trigger-
ing the selfcontained noisemaker. This tends to put such a receiver at a dis-
advantage in terms of cost and complexity of circuitry.

4,1,2 Activate Other Systems

The Radio Warning System shall be capable of activating other public alerting
and wamning systeme. Where several different selsotive alerting and warning
Nootions exist in these systems, the Radio Waming Syetem shall be sapable of

activating these syetems in the appropriate fAmectional mods.

The Radio Warning Systex itself must also be cousidered as a subsystem of a
larger apparatus, wvhich may be called the Public Warning System and which also
includes as subsystems locel siren and public address systems, the Fmergency
Broaluast System or its successor, and the NEAR System (if implemented), The
Radio Warning System will have the broadest gecgrephic coverage of any of these,
will operate sutomatically once initiated, and, raving been designed as the
primary means of delivering public indoor warning, will be the logical system to
vhich to synchronize all other public alerting and warning.

The geographic coverage of the Radio Warning System will meke it possible to

put a controlling signal into any alerting and warning device located im the
United States or its possessions, The reliability of the system necessary to
meke it acceptable for home use also makes it iiesl for controlling other devices,
The adbility to synchronize the operation’ of all of *he components of the Public
Warning System on the basis of a single decision to wara at the natimal level
will result in a greater impact on the public of the alert and varning. The
simultaneous sctivation of all systemr will have tha effect of authenticating

the validity of the emergency.
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The problem of Radio Warning System interfaces with ¢ ther systems is a complex
one, For instance, siren signals are not designed to deal adequately with
strategic warning. The latest policy within OCD is, in effect, ‘o use only
the take cover signal in an emergency, If the Radio Warning System is used
to provide strategic warning, its transmissions must not, in such a case,
trigger the sirens., Public address systems are still in their infancy as
regards their use in civil defense warning. It is not unlikely that they
vill use pretaped messages for warning in the future, In such & situatiom,
it is not enough that the Radio Warning System be able to activate the public
address system, it must also insure that the proper tape is selected,
Flexibility is called for in these interfaces, especially since requirements
for the other systems are not firmly established and may vary from locale to
laale,

holo3 Havrd ngz

The Radio Warning System shall be capable of transmitting information as hard
copy where such information ie needed to provide program material for voice
messages to be delivered to the public., Hard copy will aleo be transmitted
to provide immediate authentication of the automatic assumption of control of
a faoility's transmitter,

- In most warning situations, it is contemplated that pretuped messages automa=
tically triggered from the nationeal level will be used, However, cases may
srise vhere no existing tape covers the situation and a live message is nacessary
to inform the public, If the syatem configuration allows direct voice commuri..
cation to the public from the netional level, this can be handled withou: hard
copy. Such a capability probably will not exist, however, due to the need for
secure communications at the higher levels (see Section 4,6.3), Therefore,
operating procedures must provide for the trunsmission of the messsge text to be
read verbatinm over tiie air at the subnational or local level (depending upon the
configuration). When such a relay of information is necessary, herd copy must
be provided to prevent erroras and delays resulting from faulty copying and
retrensnitting of information end to insure national uniformity iu the message
reczived by the public,

In T™=L~1960/021/01A, it vas argued that haré copy did not have to be providrd
to radio feciliti<a to indicate that the system was acsuming control over thksir
operation, The argument was based on the fact that the operators of these
facilities could not be alloved any discreiion ss to vhetler tasir facility
vould participate, Nevertheless, it has been decided that providing such hard
copy will serve as more than & mere courtesy to the facility operator., It

vill provide a permanent authentic record indicating the time at vhich comtrol
cf the facility vas assumed by the system and the reason why it was done.
Murther, it is believed tist the hard copy will provide a tool in trouble-
shooting system malfunctions, Therefore, it is necessary that such hard coyy
be provided, Providing such hard copy does not, hovever, mssun that the facility
operator has been given sny discretionary control over whether his facility will
perticipate in the operation of the systeam,
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k.2 COVERAGE

The operational requirements discussed in this section specify the coverage of
the system both in time and area. For the reasons discussed in Section 3,2.1,

no requirement is srecified for population coverage,

b.,2,1 Continuous Activation Capshility

The Radio Warming System shall be ocpable of being ao*ivated any time of day, any
day of the year.

This point has not been debated to date since it is self-evident that there cap
be no foreknowledge of the time of an enemy attack. While the end result of
this requirement is the same as that included in the TM=1~1960/021/01A, the word-
ing here represents a relaxation from the lerel of rerformance specified tuere,
Much discussion was presented there of the need for full-period circuits to
insure relisble system operstion, The ideas expressed previously are no lees
true nov, However, the likelihood of being able to secure full period circuits,
or even circuits vhich approach them, with today's crowded radio spectrum, iu
small indeed, As a result, greater attention will have to be given to switching
reliability, and mcnitoring of critical components to insure that the continunus
activation capability will be achieved,

The Radio Warming System shall provids adequate signal strength to activate pub-
lio recsivers looated anywhers within the 48 oom United States. The Radio
Waming System shall be oapable of interfacing vith the vaming systems in the
nonoontiguous statss, territories, and posseseions.

The stope of thia requirement represents a long range system goal, not a first
stage implementation plan., There is no necessary requirement that the entire
system throughout the droad rangs of coverage be homcgeneous as to hardwvare
components (cee Sectiom 4.3.6),

3.3 STRUCTURE AND OPERATION

The opsrstional requirements included in this secticn specify the way in which
‘the Radio Warning System will caryy out its mission. The Section serves as an
omibus criterion containing specifications on numbers and locations of initis-
tion points as well as certain characteristics of the signals used in the system,
These are the minimm requirements vhich must be met by any configuration vhich
is to &0 the Jjob expected of the system. ,
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4,3,1 Automatic and Semisutomatic Operation

The Radio Warning System shall be capable of operating both automatically and
semiautomatically from the time of activation through the delivery of the alert
signal and/or warming message to the public, Semiautomatic operatiom will oon-
sigt of the transmission of livewvoice messages to the publie, and the manual
tranemigsion of hard.ccp: meesages within ocertati: portioms of the system's con-
trol network.

Automatic operation is necessary in order that the alert and warning will be
timely and the information in it accurate., The need for dispatch in broadcasting
the alert and warning is obvious in an age when muximum warning time of an enemy
attack may vary from zero to 30 minutes, Network activation must be automatic

at all levels below the national to eliminate delays inherent in any manual tesks
that must be performed by lower-echelon personnel. The urgency of the situation
does not allow for discretionary action by those personnel, particularly if they
are not subject to discipline by the federal government.

As mentioned previously, however, all contingencies in the area of warning cannot
be planned for ahead of time. Therefore, it is necessary to build flexikility
into the system., The warning message is the most difficult factor to preplan,

To some extent this difficulty is minimized by the national character of the mes-
sage and its consequent generality., Nevertheless, particuiarly if a strategic
wvarning must be transmitted, the capability of altering the warning text must be
provided, This is the reason for the specification of a semiautomatic capability,

4,3,2 National Initiation Points

The Radio War iing System shall have a primary natiomal initiation point and one
or more backup initiatiom points. The primary point will be located at the
NORAD Combat Operations Center,

The wording of this requirement has been generalized from previous statements
because of the state of change in which the warning program finds itself at this
time, While the location of the National Warning Center appears to be firmly
established at the NORAD COC, the location and status of the backup warning
centers is not certain, It is currently propcsed that the OCD Regicn 5 Head-
quarters at Denton, Texas will be the first alternate and the Washington Warning
Area Control Point (WWACP) the secomd.

4,3.3 Access to the System

Taotioal warning points must be provided the oapability to preempt the system
in order to overrids a ~‘rategio warning already in progress. Exoept for thie
restriotion, the mational instiation points of the Radio Warming Sysiem shall
have independent access to the system through the system's sontrol network
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transmitter(s); tha' tes, commmioations shannele from eaoh of the pointe shall
be provided direotly to ths oontrol transmittere and mo oontrol over access to
the system other than procedural shall normally be exercised over any initia-
tion point by anmy other initiation point.

The requirement is established to improve system reliability and survivability,
but since it also specifies certain network operation features, it is included
here, It grow: out of a requirement vhich was included in the first draft of
this document and rejected by OCD personnel at the second meeting of the Working
Group for radio warning. It was originaliy thought that a hierarchal arrange-
ment, regulated by certain hardware features, was required to insure that ome
ir.itiation point retained control of the system and delegated this control to
“he others as requirsd., This idea was challenged by OCD and further snalysis
showed there wvas indeed weakness in it. Such a configuration not only added
additional control equipment to the Radio Warning System with a consequent
decrease in system reliability, it Jlso tied the reliability of the system to
that of the NAWAS or NACOM system which connects the national initiation points
together because coordination would be necessary to effect a transfer of control.
The arrangement presented here depends upon procedures to determine which facil-
ity will initiate tLe warning. The only controlling function built into the
hardvare is a preemption capability given to the tactical waraing initiation
points.

4,3,4 Selective Functions

The ability to perform the following six functions shall be r:ovided as a minimum
to the operator of the Radio Warming System at each of the natiomal initiation
points: alert and warn, wam only, caiocel, test, preempt, and transmit hard ocpy.

The operator of the system must have the option of warning the public with or
wvithout an accompanying alert signal. As discussed in Sections 4.1.,1 and 4,3.10,
the alert signal should be reserved exclusively for use in the event of a nuclear
attack, Since both primary and backup national initiation points will have the
necessary intelligence to make a tactical warning decision, the capability of
activating the alert signal sbould be provided to each, The activation of the
alert signal on the Radio Warning System will automatically activate all other
alert devices (sirens, NEAR, etc.), as well, because of the requirement contained
in Section L.1.2,

The warning message that is to be transmitted to the public through the Radio
Warning System is designed primarily to authenticate the alert signal by giving

a brief statement of the threat and direction as to a generally appropriate course
of action to be taken by the public, It is believed that a set of such messages,
adequate to cover a broad range of attacks can be p-epared in advance and stored
on magnetic tape to be selected automatically in the event of need and transmitted.
The ability to prepare these messages in advance is most clearly feasidble in the
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case of a tactical varning. Strategic warning may pro- ide somevhat more of a
problem. But time works in favor of easing the problem since in strstegic
wverning there vill presumably be time enough to distribute, in hard copy form,
the required prugram material necessary to insure that a uniform message is
trancmitted nationvide. The hard copy capability requirement insures that the
.means for transmitting such program material will exist in the system. (See

Seation 4,1.3.)

The ability to cancel a previous message by voice is one of the resl advautagoes
present in a radio-based system. It is invaluable in dealing vith enemy apoof.
ing, & threat to the system vhich cannot be guarded against in any other vay.
{See Bection 4,6,3.) It also aids in counteracting the effect of an areavide
false alarm, a feature unfortunately lacking in the present siren systen.

The ebility to test the system is requ' “ed not only to check on the status of
hardvare, but to enable the exercising of the warning system as part of an
overall civil defense training program. 1In order to check on the status of
system hardware, any of the system initiation points must be able to originate
a control signal for the test., If only one were able to do so, there would be
no guarantee that any of the others could initiate an actual alert and/or varn-
ing in the event of need, One of the test messages must include a sounding of
the alert signal, but probably at a lower level of intensity and not at the
beginning of the message. Some explanation of the signal must alsc be included
in the message. This is necessary to enable the public to identify the alert
signal if it is ever sounded to irdicate a nuclear attack. All of this implies
that several test modes will be required, The number and types of such modes
remain to be determined.

The ability of one initiation point to preempt the operation of the system by
another initiation point is necessary in order that a time-critical wvaming

may supersede a warning of a less critical nature during the course of its
delivery. It might be argued that this capability is not needed since it is
unlikely that a situation would arise in vhich it was needed, The opposite,
hovever, would seem to be a more likely assumption, If a strategic warning

were to be delivered to the public, the government would decide to do so only

if a severe crisis in international affairs were to occur. In certain cases,

the decision to deliver such a warning might be regarded by an enemy as a hostile
act in itself or ss an indication that the United States was about to carry out e
first strike against him, One possible reaction from him would be & preempti-re
attack. Since the delivery of a strategic warning would involve the reiteration
of the message several times over a period of time, even if the message only
announces the fact that the President is to deliver an address to the country
via conmercial redio and television, the definite possibility exists of an

enemy attack occurring during a series of strategic warnings. Carrying the
examination of such a situation further, if a series of strategic varning
messages is transmitted at regular intervals in order to maximize the coverage
of a Presidential broadcast, the probability of a tactical warning having to

RS . T DR
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be deliverca during the course of one of these messages increases with each
successive one. While it would be possible to coordinate a change of control
between the strategic initiation point and the tactical initiation point over
the NAWAS, or a similar circuit, such a procedure would take time and would
be dependent upon the reliability of the other circuit,

The need for and use of hard copy is discussed in Section 4.1.3, It must be
stressed here that the operators at the national input points will have to be
provided equipment which does not require that elaborate procedures be carried
out to format and transmit the hard copy. To the extent pcssible, such messages
should be precomposed and stored on tape with an automatic callup capability
provided, Vhere messages must be prepared in rcal time, a message composer must
be provided. On the other hand, the choice of operators for the syster should
certainly be based upon their ability to operate communications devices, since
such devices are an integral part of an elaborate and sophisticated communice-

tions system.

4,3,5 Operational Status and Verification of Activation

The operatiomnal status of oomponents at each level of the system shall be made
available at the matiomal initiatiom points, An indioation of eucoessful opera-
tion or failure of the system at any and all levels above the home receiver shall
be provided to the operators at one or more of the national initiation points at
the time of system activatiom,

This is a nev requirement made necessary by the relaxation of the requirement for
automatic, closed-loop continuity checking. Previously, it was thought that a
means of monitoring the s*atus of the system in real time as wall as making a
roll-call check of the operation of the system at the time of activation would
be provided by the automatic continuity checking feature. With no such feature,
the operator has no knowledge of the status of the system and whether it is in
operational condition in a given locelity. This information must de provided
to him so that he can plan to take alternative means of delivering the warning
to areas vhere system facilities are not operative, In like manner, once the
system is activated, he must know those areas vhere it failed to operate so that
he can take other measures to get. the warning to them.

The means by which the status of components will te monitored and fhe roll call
effected remain to be determined. A study of the alternative means of accom-
plishing this will be carried out by SDC.

4,3.6 Nonhomogeneity

The Radio Warning System may be a monhomogensous system, that is, different
typss of equipment may be used within different portions of the system to
accomplish the sams functionm,
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This requirement is included in order not to restrict the Redio Warning System
to & single type of configuration throughout its area of coverage. The system
will spen a vast geographical area which will include many different environ-
ments as vell as different existing resources, The system designer should take
advantage of vhatever resources are available to keep the cost of implementation
down and to maximize the number of people who can be reached by the system.

k,3.,7 Muted Receivers

The public receiver compoment of the Radio Warming Syetem shall normally remain
in a muted condition, that is, the audio portion of the receiver will not
operate until it i8 necessary to transmit a signal or messoge through the
recetiver to the public, '

Two methods of standby operation have beea proposed for the public receiver,
The most generally acceptable method, suitable in any system configuration,
is to mute the receivers in the standby condition, This method of operation
requires that a special control signal be transmitted to demute the receiver
before any program material is transmitted. It hes been suggested that the
control signal may also serve as the alert signal, but this is not possible,
since it will be necessary to demute receivers without sounding the alert
signal for strategic warning.

The other method was suggested at the second meeting of the Working Group for
Radio Warning. It involves a simple sqQuelch circuit which quiets the receiver
in the absence of a signal on the channel, If the system is based on any
configuration other than one which uses a dedicated (i,e., Bole use) channel
for OCD warning to the public, the squslch circuit is unsatisfactory since
any nonwarning program material (i.e., regular broadcasting programs) will
also demute the receiver,

If, on the other hand, it is used in a configuration which has a Jdedicated OCD
warning channel, performance in fringe areas will be variable and the squelch
circuit will have to be made adjustable to meet varying signal strengths. In
some areas with extremely weak coverage the mquelch may even have to be dis-
abled, leaving an open channel which will broadcast all of the noise on the
ctkannel directly into the home. The noise problem on a low or medium frequency
channel, particularly in stormy wcather, will hamper the operation of the
receiver even if the squelch circuit is functioning., Moreover, if the dedicated
channel is also used for hard copy transmission, these signals will also cause
the home receivers to demute, Finally, the use of a squelch circuit makes
spoofing the system very easy. The enemy merely has to transmit any signal or
message on the OCD channel, and home receivers will be demuted, If the squelch
circuit is made relective, responding only to certain types of signals, then
the configuraticnis the same as the required one, namely, one vkich uses a
control signal to demute the receiver, The use of muted receivers is, therefore,
the only satisfectory method of standby operation in the Radioc Warning System.
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4,3.8 Positive Control of Public Receiver

The publio receiver component of the Radio Warming Syetem shall be designed to
erate under the positive control of the system operator; that is, the
muting and remuting of the receiver shall both be controlled Ly siynale

from the alert and warning transmitter.

Two alternatives to positive control c¢f the public receiver have been proposed. .
The first would have sutomatic demuting of the receiver from the transmitter, but
would require the owner of the receiver to remute it manually after the message
has been delivered, The second method also has automatic demuting, but,

ins\ead of manual remuting, it depends upon a clock mechanism (mechanical or
ele~tronic) to remute the receiver after a preset time interval, Heither of
thes: methods is satisfactory from an operational point of view,

Manual remuting implies that the receiver owner can disable the operation of
the set, vhich means that it may be disabled at the time it is needed to receive
a varning., Moreover, if a switch must be used to remute the receiver after
every test of the system, then receivers at unattended locations will continue
to operate at full volume even though such operation may be exiremely annoying
to others. Receivers located in apartments are particularly prone to this
problem, It has been argued that this need not be a problem if the system uses
a special channel for public warning; but, as pointed out in Section 4,3,7, the
problem of fringe-area performance and noise makes remuting necessary even

vhen & carrier is present to quiet the receiver,

A timed-off receiver is not satisfactory either., As pointed out in Section
b,3,11, it is impossible to establish time requirements for the delivery of the
wvarning messages vhich the system will have to transmit, A strategic warning
,may take the form of announcing a Presidential speech to be transmitted over the
commercial radio and television stations, such an ennouncement being repeated at
regular intervals over a given period of time. The receiver in this case would
have to be sble to respond to relatively short messages. On the other hand, a
tactical wvarning will have to be repeated many times to insure that everyone
possible is notified of the emergency. It has been argued that extended messages
can be handled by retransmitting the demuting signal at intervals determined by
the timing capacity of the receiver, This argument is weak, however, since timing
circuits are not 100 percent accurate, and there will always be variance in their
performance, Given a certain mean-timing accuracy and variance, maintained by
strict quality control, there will still have to be a periodic interruption of
the warning message in order to trensmit the demuting signal either to hold on
receivers or to demute those that have gecne off, Add to this the problem of time
delsy, which will have to be built into the receiver to protect against acciden=
tel demuting by transient noise, and the interruption of the messages can be
quite extended., ‘As an example, assume a timing circuit is designed to hold the
receiver on for three minutes witlL a standard deviation of nine seconds (!$ per-
cent), In order to insure that at least 95 percent of the receivars will be
controlled properly, the demuting signal will have to be transmitted for a period
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of at least two stendard deviations in each direction from the mean, This will
require that the message be interrupted during the period from 162 seconds to
198 seconds after its start merely to deal with circuit variance., Assume further
that the control signal must be integrated over a ten-second period before the
receiver will demute. This means & total interruption of the message for 56
seconds out of every 198 seconds or sbout 30 percent of the message time being
taken up with the mechanics of controlling the receiver. At a time when every
second counts, this means that lives are put needlessly in denger., Therefore,
positive control of the public receiver from the transmitter is required,

L.3.9 Location of Alert Signal Generator

The equipment used to generate the publid alert eignal for the Radio Warning
System shall be looated at the transmitter or comtrol facility of the radio
station that distributes the signal to other radio statioms,.or at the station
that delivers the signal to the publie, but not in the home receiver itself.

While an argument has been put forward in the past that it may be necessary to
use a self-contained noisemuker in the public receiver in order to provide the
sound intensity capabilities required by the system within the cost limits that
have been imposed, it is apparent that the drawbacks present in such an arrange-
ment far outweigh any benefits. Assuming that there may be as many as several
thousand transmitters at the public level of the system and upwa:ds of 10 million
public receivers, putting the alert generator in the home receiver incieases by
five orders of magnitude the problem of kexping the alert signal uncompromised,
The situation may even be worse, since the reliability of the public receiver is
bound, by the cost constraints involved, to be of a lower order than that of
equipment at the transmitting facilities. The way is left open, therefore, for
receiver failures to cause the sounding of the alert signal in individual homes.
Furthermore, there is no vay of counterscting the effect of such accidents., If
alert generating equipment located st the transmission facility fails, a far less
likely poesibility, but one which umust be planned for nevertheless, a voice mes-
sage can be transmitted vhich will have somevhat of a mollifying effect on the
listeners even though the occurrence will probably shake public confidence in the
systen,

A further problem presented by the inclusion of the alert generator in the public
receiver is that of controlling the noisemaker selectively in order to restrict
its use to tactical warning situations. Although no rigorous examination has
been made of the cost of such selectivity, it would appear reasonable to expect
that given two receivers--one with a noisemaker and a loudspesker that must be
separately controllable, the other with just a loudspeaker~-the former will cost
at least as much as the latter, if not more, will provide no more capability,
and will be at a disadvantage from a reliability standpoint, Therefore, the
requirement that the receiver be capable of reproducing a voice message further
strengthens the argument for keeping the alert generator out of thelome receiver,
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If the slert generator is located at the transmitter, a failure of the home
receiver which causes it to come "on the air" will be immediately recognizable
as a receiver fcilure, It will be an "anncyance alerm” not e "false alarm.,"
It has been suggested that the concept of annoyance alarm merely sveeps an
iiportant problem under the carpet by giving it another name. No one, however,
has a greater appreciation of the grave consequences which the outpouring of
82 to 904b of noise or normal program material into a home may have on the pudblic
tolerance of the system. Such an occurrenc: in the early hours of the morning
or shortly after a mother has put her children down for an afternoon nap will
probably result i{n the abrupt and summary remnval of the offending instrument
from the wall and perhaps an irate letter to local authocrities, What are the
alternatives? If one is going to suffer a 90db onslaught, white nois: or even
rock-and-roll is more earily endured than a raucous clatter which a person has

_ been taught v!1l only be neard in the event of a nuclear attack, Keeping the

noisemaker out of the home will not solve the problem of shoring up public
confidence in the face of recelver faiiures, but it will prevent the compro-
mieg of the alert signal for the vast majority of people whose receivers do
not fail, or for those tolerant individuals who realize that, even though
their receiver has failed once, it, or its replacement, may someday save their
lives, The only answer to the problem of public tolerance is to be found in
designing a receiver that is as relisble as possible and that iz designed so
that it is unlikely to faili by coming on the air, (i.e., a fail-safe receiver).

It appears necessary, therefore, to require that the alert signal generator be
located at the transmitter rather than in the home, Indeed, operational factors
would appear to make this necessary even at a slightly greater cost in the home
receiver, which is not anticipated.

4.3.10 Alert Sigel

The Radio Warning Syetem shall be capable of transmitting messages to the public
with or without the ~ccompanying alert signal. ([Preliminary studies indicate
that an alert signal intensity on the order of 90 decibels at 10 feet will be
required.)

Past experience in dealing with the ability of relatively unt-siined people to
respond to coded messages irdicates that simplicity is required in such messages.
The public must not be expected to carry out different actions in response to
different coded signals, nor should the impact of a coded signal be rendered
ineffective by giving it more than one meaning. The alert signal must have bdut
a single memning if it is to have a maximum impact. Since it is neccssary thet
this impact occur vhen the greatest danger is involved, the alert signal should
be reserved for use in the event of an actual attack upon the United States. It
may be argued that few individuals will begin to take protective actions on the
basis of the alert signal alone without the confirmation and authentication pro-
vided by the varning message, but this is not the pcint, If the public is in
doubt as to what the ensuing message is going to be about, they will tend to
delay any acticn until they hear wvhat is happening. If they are assured that the
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only time they will hear the alert signal is when their lives are in danger, they
will begin to act immediately and uay very well save their lives by doing so. As
a sort of worst case example, imagine a period of severe international crisis in
wvhich several messages of a strategic warning nature are delivered to the people
over a period of time by the federal government. If the alert signal were to
preface each of these transmissions, its meaning wculd deteriorate with each
successive use, If an actual attack were to climax such a period of tension,

the public reaponse would be less effective than if the alert signal had not
been used on the previous occasions. It might be argued that the likelihood of
such a period of protracted tension, characterized by the government's willing-
ness to share information with the publie, is remote, HNevertheless, it is impos-
sible at this time to determine what course the government may cuoose to take
five to ten years from ncv in dealing with international crisis. It is not wise
to degrade the effectiveness of the system by limiting its ability to perform

in a situation wuich is definitely possible., Therefore, the system must be capa-
ble of transmitting a message either with or without the alert signal and it is
strongly recommended that the alert signal be used only in a tactical situation.
This restriction on the alert signal does not jJeopardize the effectiveness of
strategic warning, Preliminary studies of the ability of a voice message to

be self alerting indicate that such a capability exists and can be exploited

for use in strategic warning, The proper choice of phrases delivered with the
proper tone of urgency will probably be sufficient to call people's attention

to the message, particularly if the time is not as extremely critical as in the
tactical warning situation,

Performance standards as far as the ability of the receiver to deliver an alert
signal cannot be set at this time, Some research was carried out by Midwest
Research Institute (MRI) to establish such requirsments for the NEAR receiver,
and a brief examination of the subject has been made at SDC with regard to the
Radio Warning System. The results of the MRI work rhiowed that measuring the
sound level in terms of db above the standard refe.‘ence level is not satisfactory
since it fails to consider the distribution of sovud energy among the various
octave bands. The solution requires that a measure of apparent loudness (phons
or sones) be used, The preliminary studies were carried out by SDC employing
signels commonly used for jamming CW messages (called "bagpipe jamming"). These
signals consisted of four or five discrete tones of different frequency being
sounded consecutively in an almost random order. The tones appeared to be in
the octave range between 500 and 1,000 Hz, It was determined that such a

signal would have to have an intensity of at least 90db measured across the
entire sudible spectrum at 10 feet from the source if it is to be ccasidered a
satisfactory alert signal., More work remains to be done before specifications
for receiver loudness can b:c established.,

k.3,11 Warning Message

The Radio Warning Syetem shall transmit pretaped warning messages to the public
whenever possible, but the capability to tranemit live messages to the public

S
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must algo be provided to cover unusual situations for which . tandardized messages
are incppropriate. The warning message shall be delivered by the public receiver
with suffictent audibility and intelligibility to insure ite being readily under-
stood by a person in the same room as the receiver. (Preliminary studiees indicate
that a warning meseage intensity of the order of 75 decibele at 10 feet will be
required.)

The use of pretaped messages is required in the system for two reasons. First,
OCD operational personnel believe greater control over content and delivery can
be had if the messages are prepared in advance, Messages can be written before-
hand to direct the public to carry out protective actions planned by local civil
defense officials, These messages can be recorded using inflections which will
convey a sense of urgency without encouraging panic in the listener., There will
be little chance of making a mistake in the delivery, The second reason for
using pretasped messages is that it decreases the amount and complexity of the
information which must be passed through the s:stem's control network. Simple
control signals can be used to select one of several messages stored on tape

at the local or regional transmitter rather than having to tranamit the wvoice
message itself, or hard copy of the material to be included in the mrssage.

Even if pretaped messages are used however, these messages cannot c.ver every
conceivable situation which must be warned against. It is ncressrry, therefore,
that a backup to the pretaped messages be provided which enables an announcer to
go on the air wit) a live message. In order to increase the accuracy of these
live messages, and insure uniformity throughout the areea to be warned, the mater-
ial to be broadcast must be provided es hard copy and read by the announcer
verbatim.

Preliminary investigations carried out at SDC indicate that the voice message,
if delivered through a small loudspeaker, should not be at the same intensity
as the alert signal. Again, a broadband measurement of the sound intensity
indicated that above 75 db distortion is sufficient to render the message unin-
telligible. These measurements were made with a three-inch loudspeaker, This
problem is a particularly knotty onc which may yield to solution only with the
use of a special purpose loudspeaker that utilizes the mechanical amplification
provided by speaker cone resonance to reproduce the alert signal at sufficient
volume while still reproducing the warning message at an intelligible level,

Some discussion is in order on the relatiionship between the alert signal and
varning message, This was discussed in TM-L-1960/021/01A in connection with a
requirement specifying the order of the alert signal and warning message. This
requirement has been dropped for two reasons., First, it is of a procedural
nature and, therefore, belongs in the document on procedural requirements still
to be written. Second, it was felt that a decision on the order of the alert
signal and warning message would constitute a policy decision and should, there-
fore, not be stated as a requirement, but made a recommendation. The alerting
and warning process cannot be terminated until there is good reason to believe
that every one has received the warning. Due to the wide range of environments
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within which the alert signel and warning message must be received, and the
vide range of individual capabilities to receive them, there must be & repeti-
tion of these signals. To sound them only once or twice would deny many people
the information they need for survival, Ever if empirical studies were carried
out to determine the mean time required by an individual to receive an alert
and varning in a variety of environments and this time were extended to two,
three, or four standard deviations from the mean, there would still be many
people who would miss the signals if only because they were out of range of any
alerting and warning device, These individuals may not come within hearing
distance of a device for haif an hour or an hour, may still not be in danger
from attack effects at that time, and will still be in a position to benefit
from warning. Further, the repetition of the signals will not have any degrad-
ing effects on the public response since the public will presumably move to
shalter or to vvacuation areas lmmediately. Therefore, it is necessary to
continue the repetition of the sigrals for as extended a period as is reason-
able, The alternating of the alert sipnal and warning message alsoc aids in
overcoming the ambient noise level by causing regular variations in that level
wvhich call attention to the signal.

Since the Radio Warning System does not have to transmit local warning informa-
tion, (this task is carried out by the local broadcast station), the repetition
of the alert signal and national warning message cen be carried out without
depriving the public of detailed local direction., If the Radio Warning System
is also reqguired to transmit local warning informetion the situation becomes
more complicated tecause some time division between national and local messages
is required., It might be argued that this division must still be made in a
system vhich utilizes commercial brosdcast stations for delivery of the aational
alert and varning since some stations must also be used for delivery of lccal
varning information, Such a system configuration would operate in one of ‘wo
veys; either the national alert and warning would be repeated for a given
period of time (some empirically derived mean plus two or three standard devia-
tions) followed by local varning instructions exclusively, or the national alert
and varning would be alternated with the local warning instructions in & repeti-
tive process., Neither of th:se methods is completely satisfactory. The first
method penalizes the individual who is alerted early in the process by making
him wait until the completion of the national alert and warning before he can
get any local instructions, It also penalizes the persoca who fails to receive
the national alert and warning before it is terminated, since he is forced to
extract the information 'bcut the emergency from the highly specific local
instructions being delivered as warning information, His natural incredulity
sbout the situation is reinforced by the lack of any clear statement of what is
going on. The second configuration suffers, since, by increasing the length of
the alert warning cycle, the efficiency with vhich the alert signal can attract
people's attention is decreased, In a time when ‘nformation must have a maximum
impact, and should therefore be simple, this configuration increases the amount
of information being transmitted and adds to its complexity. Therefore, it is
felt that the only satisfactory method of carrying out both the national alert-
ing and warning process and the local warning information process is to divide
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them between tvo channels. In this configuration, the national channel can be

! devoted to the single task of attracting people's attantion to the danger at hand,

; and suthenticating the existence of that danger. Tlie local channel, vhich begins
operation simultaneously with the national channel, can be used to direct people's
sction and instruct them on other necessary procedures, The individual vho is
alerted early in the procedure can switch to the second chaunel and receive
directinns immediately. The person who cannot be alerted immediately need not
vorry about the signal being cut off the air before he has received it.

This discussion has important ramifications for configuration design. It requires
that & second channel be available for local instructions and that the interface
between the Radio Warning System and the local varning information systems be
considered in planning the configuration, 1It, therefore, increases the attrac-
tiveness of the OCD lovw frequency rafio network configuration as a meazns of
delivering the national slert and warning, since this frees the commercial
broadcast stations for the job they can do best, delivering local instructions.
While this division can still be accomplished by designating certein ¢-mmercial
stations as national stetions and cthers as local, this is not vholly satisfac-
tory in aress vhere there are not e sufficient number of stations to fulfill
both tasks. This requirement also strengthens the argument for home receivers
with special purpose lov “idelity loudspeakers vhich are designed to maximize
the intensity of the alert signal and deliver an adequate, but perhaps not
optimum, voice varning. Since the voice message wvill be limited in content with
no detailed information included, the difficulty of intelligidly reproducing

a lengthy voice message is avoided, The longer message can be received over

the wider-band loudspeaker located in the home radio set. PFinally, it
precludes the use of a timed-off receiver for alerting and varning. Since

the national alert and wvarning itself cannot be timed off because of the
reasons presented above, the receiver designed to deliver the alert and

varning into the home cannot be timed off. Therefore, a positive control

of demuting and remuting is required from the transmitting facility. (See
Section ho3080)

L,3,12 Interaction With Other Systems

Provistion shull be made in the Radio Warming System for the ezchange of
information, either automatioally or manually, with those systems that are
involved in the waming proocsss either as sources for waming intelligence or
as complementary means for transmititing waming and/or waming information.

et Fae —athe i

Tvo sources for varning intelligence must be planned for: the tactical varning
source and the strategi: varning source., The NORAD system, SAGE (L16L), and
the 425L Combat Operations Center (COC) System, as vell as any future air
defense systems, will provide the input of information necessary for the
declaration of an air raid varning (tactical warning). At present, it appears
that the interface with the Radio Warning System here will be manual, but, at
least at the COC level, there is the possibility in the future of automatic
decisions being made in aczcord with progremmsd S80Ps,

—— e e -
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The source for strategic varning is not difficult to pinpoint. It will undoubte
edly be the White House, Hovever, there are at present no formalized systemat-
ic channels over which stretegic varning intelligence will flow, If the system
is to be used for such varning, the interface vith the originating authority
must be planned. Consideration should be given, therefore, to possible intere
action betwveen tI: Executive Office of the President and the Radio Warning
System. In addition, since a major operational interface between the Office of
Civil Defense and the Department of Defense will exist in the National Militery
Command System (NMCS), this serves as an ideal point of exchange for intelli-
gence related to warning that may develop in the Washington, D. C. area.

The NAWAS and its successor will be the system over vhich civil defense organ-
‘zaticnal varning and operational information will circulate, It is certein
that the NAWAS and the Radio Warning System will interact at the national level,
If NAWAS terminels are ever established at commercia) radio stations, presently
a remote possibility, there mey also be an interface at lower levels. All of
these points of contact must be considered in the design of a particular
configuration to insure that no incompatibilities in the operation of the two
systems are allowved to exist.

The EBS or its successor vill be the primary channel for transmitting local
varning information, Presidential messages, state varning intormation, and
national nevs and programming to the public in an emergency. Its operation

is initiated by OCD personnel i- the NORAD COC or in the WWACP. Since the

EBS is the channel for local warning information, it is imperative that it
vork synchronously with the Radio Warning System (i.e., they must be activated
simultaneously and must begir broadcasting to the pudblic as nearly simultene-
ously as possible)., At preaent, the activation of the EBS cannot be done on a
timely basis due to technical difficulties, Therefore, the interface betveen
the Radio Warning System and the EBS (or its -uccelnors appears to be a natural
place to insert an automatic link wvhich will insure ¢,nchronous operstion as
vell as overcome the present technical difficulties .n EBS activation.

bk RESPONSE TIME

The single requirement in this criterion specifies the response time of the
Redio Warning System, It should be noted that the term has been redefined.
Response time is nov considered to run from the time of the decision to warn
until the 2cceipt of the alert signal (or warning message, if no alert signal
is sounded) at a pudlic receiver vhich is in norma! operating comdition.

kb1 Reponse T

The response tims of the Radio Waming Syetem shall be euch as to insure that an
alert and wvaming oan be provided to target areas within a time period approach-
ing one minute as a maximm and to nontarget areas within a time period approach-
ing three minutes. Variation in respomee time betwsen target nontarget areas
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shall be allowed only if radio frequenciees must be shared by eeveral facilities
within the system on a time-divieion basis or if some atmlar technioal saoriyioss
must be made.

The times specified above are target figures for the system. They ere chosen for
twvo reasons; first, they conform to the basic design objective that the shorter
the response time, the more lives the system will save, and, second, they appear
to be feasible within the state of the art of communications technology. A pro-
blem area here is the determination of vhat constitutes a target area. The pro-
blen is raised because the difficulty in securing radio frequency channels may
require that several facilities which have adjoining areas of coverage share the
same channel, The result vill be that areas ol interference will occur within
vhich no signaler cen be received, The only way that this problem can be overcome,
without going to very sophisticaied receivers, is for the radio facilities to
share the ‘requency in time, The method that has been proposed is to broadcast
the varning initially on all the transmitters, ignoring the interference areas,
then subsequently on cne transmitter at a time. If this method is used, the
public in the interference zreas will not receive the initial warning, but will
receive one of the subsequent transmissions. In order to conform to the wording
of the requirement, it will be necessary to position the t-ansmitters in locai'ons
such that the areas of interference do not contain any civilian population con-
centrations vhich are likely to be enemy targets. In practice, this will pro-
bably have to be interpreted to mean any major urban areas, since it is difficult
to decide vhat an enemy may choose as a target.

L.5 RELIABILITY

This section includes the requirements necessary to specify the features which
rust be included in the Radio Warning System to make it reliable., The require-
ments, as stated here, do not appear to follow iirectly from previocus discussions
of relisbility that have taken place among OCD personnel and the radio varning
contractors. OCD specifications in this area have been vague., Beyond the
statement that a single national false alarm will seriously impair public
confidence in the system, and the constant concern sbout receivers coming on

the air and flooding households with torrents of sound at 80 to 90db, there

has been no explicit reguest for features to be includsd in the system that

will bring about the type of reliable operation which is desired,

4,5,1 Minimum Performance Level

The reliability of the Radio Warning System shall be such that the expeoted
number of people put at risk by failures in the system shall not exoeed 0.1
peroent of the entire population. The figure of merit to be used in ocalou-
lating the expected number of people put at risk shall be the instantaneous
availability of the system, i.e., the probability that the system will funotion
in a completely satisfactory manner upon uotivatiom,
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In accordance with Department of Defense policy on specifying the reliability
for proposed systems, this requirement must initially be met by any configura-
tion with a confidence level of 60 percent,

The number of people put at risk by a fallure in the system is the number of
people who do not receive a satisfactory warning because one or more components
in the system do not function at the levels specified in the operational require-
ments, In the probabilistic sense, this number is a random variable and its value
is a function of the reliability of the system, If the system operates satisfac-
torily, its value is zero; if the system fails completely, its value is the total
population covered by the system. For any single facility or group of facilities
in the system there is a similar variable whose value is determined by the reli-
ability of the facility or facilities concerned., The expected number of people
put at risk by failures in the system or, on a lower level, by a failure at any
facility, is the mean or average value of the random variable associated with
the system or facility, It is calculated by multiplying the number of people
covered by the system or facility by the probability that the system or facility
will fail, This number provides an excellent means of specifying a particular
level of system reliability. It is & meaningful number because it measures lives
potentially in danger as a function of the reliability of the system. As a means
of establishing a relisbility requirement for the system it hes merit because it
sets a limit on the reliability of the entire system while allowing variation in
the reliability of the facilities which comprise the system. It insures that
those facilities which are critical in warning areas o. large population concen-
tration will have as a minimum a greater relisbility than facilities which serve
a smaller number of people, Using this number as a measure of system relisbility
also makes it possible to include the public receiver in the specification of
the system's level of performance and provides a link to the receiver testing
requirement (see Section 4,5.5). Finally, this method of measuring system
reliability cen be applied to any system configuration regardless of the tech=
niques utilized in the system to insure reliable operation (i.e., sutomatic
continuity checking, redundant communications channels, etc.). :

It is natural to question whether the level of performance specified in the
requirement, not more than 0.1 percent of the population at risk, is doth
adequate and realistic, As to its adequacy, based on a projected 1970 population
of 210 million people, the figure represents 210,000 people, the population

of a city the size of Albuquerque, New Mexico, or Des Moines, Iowa. Using the
data developed during the Department of Defense cost-effectiveness study of the
fallout shelter program, this figure represents about 0.2 percent of the number
of expected survivors in a medium sized attack on mixed military and civil
targets and about the same percentage of the number of expected fatalities.
While it is Aifficult to have to admit that there might be any added people at
risk because of system failures, it is believed that the level stated is an
adequste maximum number, certaihly as an initial goal, As to whether it is a
realistic level, in a hypothetical system which utilized a single facility to
varn the entire population, the specified performance level would require a
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figure of merit of .999 for the facility's instantaneous availability., If two
facilities providing redundant coverage were utilized, however, the figure of
merit for each would only have to be .968, In a system as important to the
national welfare as the Radio Warning System, it is doubtful that a figure of
merit less than .990 would be tolerable for any component included in the control
circuit, Therefore, assuming that there will be redundant coverage provided in
critical areas not only within the Radio Warning System itself but by other
eiements in the Public Warning System (sirens, public address systems), it a
appears that it will be possible to reach the specified level of not more than
0.1 percent of the population at risk.

4,5.,2 Redundant Equipment

Redundant equipment ehall be installed in the Radio Warning System above the
public receiver level when indioated as neocessary by an engineering evaluation
of syetem reliability. Where such redundancy exists, automatic switchover to
standly equipment shall be provided in the event of a failure in the active

aquipment,

If, as specified in Section 4.2,1, the system is to have a continuous sctivation
capability, components will have to be ready to operate at all times even if
maintenance personnel cannot be obtained immediately. The decision to install
tvo or more components at a given point in the system will depend on the reli-
ability of the component and its criticality to system operation. The survi-
vability requirement (Section 4,6,1) has a bearing on the decision to stockpile
redundant equipment for system reconstitution. Fach equipment might even con-
sist of mobile units stored in hard locations away from the original facility
site and capable of being used for warning and communicatlons in the postattack
environment.,

4,5.3 Fail-Safe Equipment

All equipment used in the Radio Warming System shall be designed to maximisze
the probability that co—>oments will fail in a silent or safe condition, not
in a oondition whioh simulatss system operation.

Equipment nused in the Radio Warning System must be designed to have a maximum
fail-safe tendency, A component fa.lure in the system's control network which
resulted in activation of the system at all lover levels could have grave con-
sequences. It is in the contol network, however, that the most elaborate pre-
cautions can be taken in designing the equipment to the proper standards without
an undue increase in system cost. It is not possible, however, to guarantee
completely fail-safe operation in any hardware., All that can be done is %o
employ close analysis of circuitry using prodabilistic techniques and choose
only those cirsuits that have the ieast probadility of being activated by the
failure of a component used in the system. This is particularly the case vwith
the public receiver, It has been suggested that the requirement statsd here is
unnecessary, since most home radios, vhen they break down, do so by failing to




31 January 1966 2=30 TM=L-1960/090/00

operate when turned on. The vast majority of home receivers are not, however,
left standing in operation with only their audio circuits inoperative as are

the varning receivers. This mode of operation complicates the problem as does
the cost factor, Within the cost limits that have been imposed on this piece

of equipment, the inclusion of such features as monitoring of key components to
determine their condition is impossible, Failure to detect receivers which are
inoperative increases the likelihood of no-alarm failures in the event the
system must be operated, but the effect on the ovmer of the receiver which would
be caused by its being activated by a component failure would probably be even
more deleterious to system operation, For the cumulative effect of a great many
such failures would be to seriously undermine or destroy public confidence in
the system. Since it is assumed that the public receivers will stand idle for
a far longer time than they will be in operation delivering en alert or warning,
it is not desirable that they should call attention to themselves in the event
that they suffer a component failure. This apparently contradictory statement
is true because: first, the receiver may fail at any time of day or night, and
the noise which will be generated by their being activated is undesirable during
much of that time; and second, the likelihood of the receiver being needed to
provide an alert or warning during any given period in which it is inoperative
is slight. If the receiver, then, is more likely to fail by bacoming silent,
how can the no-alarm potential which these falled receivers represent be detected
and corrected? The answer is through an effective testing program which schedules
tests at a frequent enough interval to insure that the expected number of failed
receivers is kept below a given percentage of the total number wvhich has been
distributed to the public. (See Section 4.5.5.)

4,5.4 Receiver Protection

The public receiver oomponent of the Radio Warming System shall be deeigned to
withsiand the wear and tear which can be expected in an exposed location in an
average household which may be situated anywhere within the wide range of envir-
onmente found in the various climatic areas of the United States, Further, it
shall be assembled in such a way as to discourage or prevent a person from

tampering with it,

Essential to the security, as well as the reliability, of the Radio Warning
System is protecting the public receiver from the effects of the environment in
which it is placed. As with any plece of electronic gear, certain components
will have a grester degree of susceptibility to damage by these effects than
others. Consequently, the receiver is always in danger of being damaged not
only by such physiczl violence as being hit by furniture or kicked, dut also
by such passive agents as grease, moisture, and dust in the air. These sources
of damage are all acciduntal, There is in addition the problem of idle hands,
‘either those of children or of inveterate adult tinkerers, The most compre-
hensive solution to all of these problems is to encapsulate the electronics of
the receiver, but there remains the loudspeaker which must have access to the
air to operate, The possibility of special purpose loudspeakers has already
been menticned for other reasons and may be required to meet this problem as
‘well,
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4.5.5 Testing Program

The Radio Warning System shall be tested doum to and including the public
receivers on a frequent basis. The fre cy of these teste shall be deter-
mined so that the expected number of public receivers that are allowed to
becoms inoperative between tests shail not exceed a fixed percentage of the
total number of receivers.

(The allowable percentage of inoperative receivers remains to be determined.)

As is mentioned in Section L.5.3, the testing program is an integral part of
the reliability design of the public receiver in the Radio Warning System,
However, the implications of such a program must be considered in designing
all of the equipment to be used in the system,

Any measure of the reliability of the system must consider the likelihood of
two types of failures, false alarm and no alarm. A false-alarm failure occurs
vhen the system is activated at a time when no such activation is desired. A
po-alerm failure occurs when the system activation fails at a time when such
netivation is intended, At the public receiver level, the tendency toward each
of these types of failure is normally dependent upon receiver sensitivity. If
the receiver is made difficult to activate by using complex signaling tech-
niquesjfalse alarms are protected against, but no-alarm failures a-2 more likely.
If, on the other hand, the receiver is easy to activate because uimpler signals
are used to overcome the no-alarm potential, the receiver is automatically made
more prone to false alarms from random noise in the atmosphere or from program
material on the channel. The result is that the tendency of the receiver to
false alarm and its tendency not to alarm must be balanced off against each
other; they cannot both be minimized simultaneously using the same technique.

If, however, different techniques are used to deal with each tendency, they can
both be minimized simultaneously. Two methods of doing this have been discove
ered, The first is to minimize the possibility of false alarms in the receiver
through the use of circuits which tend to fail by going into a silent condition
rather than by coming on the air, This will, however, increase the possibility
of a no-alarm failure in the event of an emergency unless the owner of the
receiver can determine that his receiver is inoperative. In order to provide.
him with this information, a testing program must be introduced which will
provide frequent opportunities to test the receiver. This method requires the
active participation of the receiver owner in utilizing the tests to his
sdvantage. The frequency of the testes is based upon the mean time before
failure (MTBF) of the home receivers and the probability distribution which
the receivers will experience in their failures., Given these data, the test-
ing frequency can be scheduled in such a wvay as to keep the expected number

of falled receivers below a certain percentage of the whole,
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To illustrate, assume that 70 million public receivers are in the system,
that these receivers have a maximum life expectancy of ten years (an MTBF of
five years) and that they fail on a random basis. Further, assume that they
have been designed so that the probability is .99 that wvhen they fail, they
will do so safely, i.e,, without coming on the air, As an example, assume the
requirement established is that no more than 10 percent of these receivers
will be allowed to be inoperative at any time, Then, the mean number of
receiver failures per day will be 20,000 of which 200 will not be fail safe,
In order to assure that not more than 7 million receivers will be out of ser-
vice, a system test down to and including the public must be made at least
every 39 days, or, to keep it on a regular basis, once a month,

4.5.6 Maintenance

The failure of equipment used in the Radio Warning Syetem at levele above the
public reoceiver shall automatiocally be indicated to maintenance personnsl.

In a system as important as the Radio Warning System, failed equipment, even
if backed up by spares, cannot be allowed to remain unrepaired for any length
of time without a consequent decline in system reliability. For example, if
the probability is ,001 that a piece of equipment will fail, and if it is
backed up by a similar piece of equipment, ‘ne probability of both failing in
succession is .000001, If one piece of equipment has already failed, however,
and if the probability of the second piece failing is independent of the first
having failed, then the probability of the second piece failing and causing an
entire portion of the system to fail, reverts to .00l or an increase of three
orders of magnitude, Therefore, autcamatic indication of failed equipment is
necessary. No requirement is incluied here about regular maintenance sched-
ules or the actual arrangements which must be made for providing maintenance
personnel, That regular maintenance procedures will be established eccording
to good practices is assumed, but this will be spelled out in greater detail vhen
procedural requirements are established. As for procurement of maintenance
personnel, this subject deserves special study to determine the most effective
method on a cost basis, It is not possible to say, at this time, vhether con-
tract or in-house maintenance should be used, though the latter appears to
offer certain advantages in terms of insuring the presence of maintenance
personnel in the event of an emergency.

4.5.7 Dual Operator Positions

Provieion shall be made in the Radio Warming System to require the actions of
two individuale to activate the system from any national initiatiom point.

(The exact method that will be used to carry out this requirement remsins to
be determined,)



31 Jaruary 1966 2-33 TM=1=1960/090/00

During the first meeting of the Working Oroup for Radio Warning, there was a
lengthy discussion of the means which could be used to make a false activa-
tion of the Radio Warning System by & berserk operator impossible, Methods
employing autcomatic features, challenge and response procedures, multiple
actions by a single operator, and use of tvo or more operators vere suggested,
While ro final decision can be made without further investigation, it appears
that the most feasidble method, from a costecffectiveness point of view, involves
the coordinated actions of two or more operators to activate the system.

Whether these two operators should be located in the same or different facili-
ties has been questioned by OCD personnel and remains to be determined during

future studies.
4,6 SURVIVABILITY, SECURITY, AND SABOTAGE

This Section conteins requirements specifying the needed survivability of the
Radio Warning System in the event of an enemy attack and the features which
must be included in the system to protect it from covert enemy actions and
mischief directed against it from nonenemy sources, The requirements are only
those vhich have an effect on hardware design. It is assumed that procedural
moasures for protecting against physical sabotage such as providing guards for
facilities will be specified later in procedural requirements. The main items
of concern under covert enemy acts are, therefore, jamming and spoofing. The
security of the system also involves devising some means to prevent its being
activated by sensation-seeking individuals; this comes under the heading of
spooting which cannot be prevented, only counteracted after the fact, because
of the widespread distridbution of receivers, When the system is implemented,
legislation will probadbly be required to make the intentional transmission of
signals vhich activate the system a criminal offense. Otherwise, there will
alvays be the danger of another jnvasion-from-Mars hoax, this time using the
Radio Warning System for its delivery, .

k,6,1 8 vabili

The Radio Wamming System shall be swrvivable in the following eense: in the
event of an overt attaok on the United States (except for an wundsteoted attaok
directed against the Radio Warming System ituelf), the system shall be ocapable
of surviving in opsrating condition for a period suffioient to enable the
dalivcry of the national alert and warming, Pollowing the attaok, the plomed
reconstitution oapabilities of the eystem shall be eufficient to ingure a oon-
tinued publio warni oapabiltz with minimem intsrmption due to attaok effects.
Reoonstitution p ng shall determing ths means of increasing the likel
of the oontinued z:mtion of facilities originally inoluded as system compon-
ents, as well as means by which other commatioations faoilities whioh
might survive an attack might be utiliszed to provide warning to the publie,

The Radio Warning System caniot be made survivadle in the generic sense of the
vord, Its operation is dependent upon antenna systems vhich, vithout incurring
unreasonable costs, cannot be constructed to withstand the effects of an sttack,
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particularly antenna systems designed to cperate in the low- and very-low-
frequency ranges, For the reasons indicated below, however, the system does
not have to be survivable in the same sense that a hardened cormand post or a
veapons control center is survivable, The Radio Warning System is designed.to
deliver automatically an alert signal and warning message to the public in the
event of an enemy attack, The system is designed to meet the needs of civil
defense in a worst-case situstion, namely, a completely unexpected attesck, It
is because of this fact that the system is automatic at the public level and
has & voice warning message for authenticating to the incredulous nation the
fact that the attack is indeed taking place. Given a long crisis buildup
prior to the actual attack, a system vith less capability would undoubtedly

be as effective as would the present one in a surprise attack, By the same
token, given a strategic buildup, the effectiveness cf the Redio Warning System
vill probably be much greater than if no such buildup occurs. The crucial
point here is, however, that once an attack on the United States takes place,
the context within which the wvarning process operates will never be the same
again, The changes in the public frame of mind which will take place between
the preattack and postatteck periods will have a tremendous impact on warning
system requirements. In the preattack period, the unwillingness of the public
to admit the need for their participation in civil defense programs, caused

in part by their lack of any historic experience of an enemy attack, in part

by the awful premonition of vhat such an attack would mean, raises a formidable
barrier of unbelief between the consciousness of the individual and the warning
process, The varning system, to be effective, must be structured tc surmount
this barrier; but after an attack has been taken place, the barrvier will de
toppled in the minds of those vho survive, Through experience, the survivors
vill have become more carefully attuned to the information which the warning
system is designed to provide. Indeed, if the system is unable te¢ furnish such
information due to the effects of the attack itself, the people will probadbly
devise some other method of obtaining this information until the system cean be
restored. Therefore, it is fair to say that although the system is not designed
to operate on a one-shot basis, it will never again have to do the job as well
as it does the first time around.

There are many techniques aveailable for insuring that the system will be restor-
able, Redundant communicaticns chennels including survivable landline trunks,

mobile radio units, and quick erectirg antennas are but a few of these techniques.

The important factor here is that after the first attack, the public will de
listening and the protlem of getting the warning out to them will be drastically
simplified as a consequence, The caveat in the requirement about a surprise
attack on the system itself is, in a sense, tinged with irony. It is unlikely
that any warning system could survive a surprisc attack directad against its

key facilities. It is equally unlikely that an enexy faced with a droed spec-
trum of key targets and possessing only a fixed number of weapons, would choose
to direct his atteck ageinst the system, Unlikely, that is, unless one or more
of three situations exist., The enemy may choose to act irratiocnally. He may
bave a surplus of weapons available to him for the first strike. Or, he may
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wish to attack the population directly, but believes that its civil defense
capabilities are so effective that if the system is not teken out by surprise,
such an attack will not have sufficient payoff to make it worthwhile. The
first cituation cannot be controlled. The second requires integrated planning
within the Department of Defense to insure that the enemy will always have too
many targets to shoot. The third situation is more problematical, since it
implies that the more effective the civil defense program is, the more likely
the Warning System is to be a target.

The problem of the vulnerability of the Radio Warning System has been given a
preliminary analysis by SRI.1 The conclusicns of that study concerning the
danger of designing the system with a few critical nodes are sound. However,
the problem is not one of a few critical nodes in e system vhich is threatened
with collateral damage or with direct destruction as part of an overall attack
on the country's communicetions capability. It is the vulneradbility of even a
widely dispersed alerting and warning system to a carefully planned surprise
sttack designed to carry out a strategy of destroying the population., The
question ther becomes, what kind of a civil defense program would have to be
implemented in order tc draw an enemy's fire to the warning system? In view

of past public and Congressionsl disinterest in civil defense, one might ansver,
not the kind of program that would be implemented in the United States., But
vhat if such an effective program vere implemented? It would have to be based
on the enthusiastic support of both the government and the public. It presumes
a common belief that the threat of a direct attack on the United States is real
and perhaps imminent; it presumes an elaborate system of protective measures;
and, for an enemy to direct his surprise attack egainst the warning system
instead of directly against the public, it presumes that the entire civil defense

apparatus vill operate only upon direction of the warning system.

The enemy could then have one of two goals in mind in carrying out an attack of
the type contemplated here, wanton destruction or blackmail., The first would
require a massive attack on population centers either simultaneously with or
directly after his attack on the warning system, Any delay in attacking the
population would increase the probability of varning being spread by alternative
means and, in such a splendidly defended society, a consequent decrease of signi-
ficant proportion in the effectiveness of his attack. Furthermore, a society so

conscious of the existence of an enemy threat would not be without active defenses

and retaliatory capability. Therefore, an enemy who carried out such an attack
vould be almost sure of annihilation due to his having had to spare military tar-
gets in carrying out his strategy. Such a strategy would be carried out only by
a desperate or irrational enemy and the payoff would not seem to be worth the
price,

1. Dan G. Heney, National Radio Warning System: A Note on Survivability,
Stanford Research Institute, June 1964,
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The second strategic goal the enemy could attempt to achieve would be blackmail,
Given that the civil defense program depended so heavily on the warning system,
he could destroy it by surprise and then make his demands backed up by threats
ageinst a presumably defenseless populetion. But if public opinion was enthusi-
astic enough to support the implementaticn of a civil defense program of the
scope contemplated here, people would merely proceed to their blast shelters and
$it out the period of the threat or the period until the warning system could
be reconstituted either by rebuilding the original components or, far more likely,
until an expedient system could be established using other components, For

such e strategy to be successful, an enemy would have to destroy or disrupt

very seriously the entire communications capability of the United States. In
order to do this, he would have to carry out an attack of tremendously greater
scope than merely attacking the varning system. 8uch an attack would probably
be detected in time for the civilian population to be warned, Moreover, an
attack of this size would not be carried out by an enemy intent upon blackmail.
It would result in retaliation, not negotiationm.

In either strategy there would be no inherent advantage in taking the warning
system out by surprise., Therefcre, it seems reasonadle to expect that the
system will survive long enough to transmit the alert and varning and that it
will meet both the public need and the operational requirement.

46,2 Jemming

The oomtrol portion of the Radio Warming System shall be pvovided with anti-
Jaming oapability. The RP sensitivity of the public receiver component of the
system shall be made adjustable and shall be maintained at a level no greater

that which i8 necessary to receive legitimate eignals from syetem trans-
mitters.,

Jaming may take two forms in this system, An enemy may attempt to jam the con-
trol signals. either those used in the control network or those which are trans-
1itted to activate the home receivers, thereby preventing the transmission of the
warning, or he may attempt to jam the audio signals transmitted to the home
receivers, thereby preventing the public from receiving an intelligible message.
The degree of antijamming capability to build into the control network (frequency
diversity, multiple paths, etc.) will have to be based on an analysis of the
trudeoff involved in the cost of such features versus the likelihood of an enemy
attempting to Jam the system, Here, as with survivability, the likelihood of
enemy jumming appears relatively remote due to the lowv payoff in view of the
great rick, For upon detection, an attempt to Jjam the system would certainly

be considered a hostile act, '

The second part of the requirement is designed to meke jamming as 4ifficult as
possible within the cost constraints of public receiver design. If the receiver
is relatively insensitivs to signals wvhich héave less power than those trans-
mitted by the system Tecility vhose job it is to activate it, then the enemy is




31 January 1966 2-37 TH-1-1960/090/00

put at a disadvantage. He cannot hope to jam a very large part of the system
sucessfully vithout baving & very poverful ‘.ansmitter located close to the area
vhere the system is to be jammed, The choice of the method by which receivers
are to be activated cen also affect the jamming potential of the system, For
instance, if the key to the receiver involves the transmission of several tcmes
in a time sequence, vith both the presence and sbsence of tones at particular
times being critical to unlocking the receiver, ther the enemy can prevent the
sctivation of the receiver by transmitting the proper tones steadily and pre-
venting any timed sequence of tones from turning the key. If, an the other hand,
the key involves merely the transmission of several tones vith no sequence deing
involved, the enemy is put at a dissdvantage. For if he concentrates the RF
energy used for jamming into the sidedbands around the control tone frecuencies,
he will activate the receivers. If, instead, he used broadband jamming (vhite
noise), legitimate control signals vhich concentrate their enmergy into the
proper frequency tands should be capable of activating the receivers. Once

the receivers are turned on, it may not be possidle to receive an intelligible
message, but the mere fact that the receiver has been turned on should be
sufficient to alert the public that something unusual ie occurring. If, in
addition, sirens and other alert devices can be activated, the total effect
should send an average individual to his regular radio to find out vhat is
going on.

4.6.3 Spoofing

The oontrol portion of the Radio Warming System shall be mads suffioiently
secure to prevent its being spoofed. The system shall be designed to enable
the rapid detection by system cperators of any attempt, whether belligerent
or mischievous, to spoof the system, The system operatore shall be provided
with the ability to inform the public of the situation as soon as possible
using the Radio Warming Syetem itself as well as other means of commmicating
with the publie,

The voice varning capadility of the Radio Warning System provides an effective
means of overcoming the effects of spoofing by an enemy. In the event an

enemy succeeds in activating a portion of the system and droadcasting a false
message, the system operator can can at the very least transmit a message to
the pudblic nullifying the enemy's message immedistely after the enemy has com-
pleted his message. In fact, the sstem operator can do better than that in
viev nf the receiver requirement included in the previous section on jasming.
Upon learning of an enemy spoofing attempt in progress, the system operstor

can activate the transmission of s message immediately. The result vill, in
effect, jan the enemy's spoofing attempt, alert the pudlic that something
unusual is happening, and enadble the system cperstor to use dther means of com-
municating vith the public, such as commercial broadcast stations, tc transait
& counteracting message. This method will be effeciive siice pudblic curiosity
a8 to vhat is happening will be arocused by the sequence of transmissions through
the varning receivers. Purther, if the sirens are controlled by signals which
are kept secure and cannot be activated by the enemy, the lack of sirens signals
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vill provide an ipdication that the situaticn is not the same as it vould de if
the system vere being jammed., In order to overcome enemy spoofiag, howvever,
the system operator must be able to detect any spoofing sttempts., This requires
that the frequencies used in the system be monitored in all the local areas,
Police stations, fire stations, full-time EOCs and similar facilities can carry
out this function. Reports of spoofing attempts can be made over EAWAS or vhat-
ever civil defense communications system is available to the monitoring ageacy,

The transmaission of voice messages can also be used to overcome the effects «f
e false alarm in a major portion of the system, One of the greatest contridu.
ting factors to the degradation of the siren alerting systems has deen the
inability of the pudblic to determine vhether or not accidental triggerings of
the sirens have bdeon false, This need not be a prodlem vwith the Radio Warning
System if feedback on false alarms vhich affect entire sreas can bde provided,
0f course, false alarms caused by the failure of individual receivers caunot de
handled in this vay.
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ANNEX TO CHAPTER TWO

OPERATIONAL UIREMENTS FOR A HOME TING AND WARNING SYSTEM

The home alerting and warning system must p_e_sl

1, Capadble of alerting and wvarning the gresatest number of people on

& 2i=hour basis at home and in dbuildings (apartments, hotels, offices,
industry, etc.) vhere outdoor warning devices are not effective,

2, Capable of activation on & nation=-wide basis from a primary and

at least two alternate locations, (National Waraing Center, Weshington
Warning Center, and Office of Civil Defense Region 5 Federal Center).
3., Auteomatic with instantaneous and simultaneous alerting capability,
ho Reliabdble.,

5. Secure from dissemination of false alerts, accidental alerts, and
denial of alert issuance.,

6., Capable of authentication to insure the transmission of valid
alerts only.

7. Capable of quickly recalling or cancelling & false alert if such
is transmitted.

8, Capable of testing both transmission and reception to insure
effective operations.

9. Ecomomlcally feasible for the public.
10, Saleable to the public,

11, Designed to permit immediste follov=up by voice sanouncement of
the reason for the alert and the actions to be taken or cancellation,

12, Designed to positively catch the ear of the public with sufficient
volume to swaken the normal perscn, if sleeping.

1. BSources Johnm W, McConnell, Assistant Director of Civil Defense (Plans
and Operations), Memorsndum for Acting Deputy Directcr of Civil Defense}

Subject: Operational Requirements - Home Werning System, 25 September 1964,

) Z
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13, Designed, if radio, to turn on the radio if off, or some other
feasible arrangement to alert a person to turn on the radio,

14, Designed so the alerting signal cannot be compromised by imprudent
use.

-15. Constantly explained to the public to acquaint it with its purpose
end cperstion,
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CHAPTER THREE
ALTERNATE SYSTEM CONFIGURATIONS

1.0 INTRODUCTION

1.1 PURPOSE

This chapter presents ihe main characteristics of three possible Radio Warning
System ctnfigurations.™ Each configuration is based on a somevhat different
interpretation of the Radio Warning System mission, and on differences in the
relstive weighting of such parameters as reliasbility, surviva'bi]ity, and
security.

The principal aims of this chapter are to indicate that there are alternative
means of meeting the Radio Warning System operational requirements, and to
stimulate comstructive thought on the relative merits of same techniques
that have not previously been formally evaluated.

In addition to a discussion of alternate configurations, this chapter proposes
redefinition of some of the operational requirements that have been specified
in an earlier chapter.2 This redefinition is the result of greater insight
into prohlem areas gained by continuing exposure to the ongoing development
program activities. Inputs from related studies have also contributed to

the sharpening and refining of same of the Radio Warning System concepts.

This redefinition is even more directly the result of a deliderate effort

to strip the operational requirements to the bare essentials necessary to
accomplish the basic mission of the system. The motivation for this is the
realization that only by restricting the capabilities of the system to the
absolute minimm, will acceptable levela of reliability be attained at a
reasonable cost.

In the process of redefining some of the requirements, a few of the problem
areas have been investigated and discussed. Solutions to some of the problems
are offered based on the assumptions and argaments developed in this document.
If the assumptions and arguments are not acceptable, but are delieved, instead,
to conflict with established OCD policies, then further dialogue is reyuired
in order that the comstraints imposed upon system design by such policies

may be fully understood by those involved in the development of the Radio

Warning System.

1. This chapter replaces Radio Warning %;_e_n_ Alternate .,c;;)_rm;im,
vhich was originally published as 'T™-L~- 03 R June : 5.

2. Chapter Two, "Interim Operational Requirements.”
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1.2 MISSION OF THE SYSTEM

The mission of the Radio Warning System is to provide the public, through
radio receivers located in dwellings, places of business, and institutionms,

a timely national alert and voice warning of an impending enemy nuclear attack.
The purpose of this alert and warning is to enable the public to take
protective measures to incresse the probability of their survival.

The need for the Radio Warning System obviously arises because of tte lack of
an adequate existing system capable of alerting and warning the public. There
are existing wvarning systems, some of them quite extensive and costly. Exemples
are the Emergency Broadcast System (EBS), NAWAS, and local siren systems. All
of the existing systems, however, have reaction times that are too slow for
the nuclear age. The enemy ICBM capability has reduced the time available

for warning, after detection of -an enemy attack, from days or hours to minutes.
Some of the existing systems such as EBS have no capability of alerting a
person \nless his radio is already turned on and tuned to the alerting station.
Other systems, e.g., local sirens, can alert the public, but. have poor coverage
of the population, particularly at night vwhen most of the public is indoors.

It was to £ill this gap that the Radio Warning System project was inaugurated.
Whet sets the Radio Warning System apart from all previous warning systems
is that it has the following four capabilities all existing in one system:

1. The Radio Warning System has a quick reaction time. It
eliminates all of the decision points, manual releys, and local
actions that characterize current, siren systems. The Radio
Warning System receiver is, in effect, alwgys on even though muted
until an alert is disseminated.

2. It bas the capability to alert the public by generating a
distinctive, attention-getting sound. This capability allows
the Radio Warning System to alert even a sleeping population.

3. It has the capasbility of delivering a voice message to the
public. This is importent for authentication of the alert and
for disseminating instructions.

k., Tt has broad population coverage capebility. This is provided .
by bringing the alerting sound and warning message into the home
vhere the majority of the population will be during certain
critical hours of the day.

The Radio Warning System will not replace the existing warning systems. They
each have their own unique contributions to make in the overall warning
situation. The local sirens will still be needed to warm those people who are
out-ot-doors when the warning is given. They also serve the purpose of backing
up or authenticating to the public the validity of the warning received via
the Radio Warning System. The EBS or its successor will still be needed for

@




31 January 1966 3-3 T™-L-1960,/090/00

the dinsemination of local instructions and for strategic warnings (defined

as non-time-critical warnings of enemy actions). These other systems, however,
vill »e affected by the existence of the Radio Warning System, and all systems
wiil be made to complement each other and contribute towarc providing a
cormplete warning capability.

1.3 CONSTRAINTS

No attempt to define a conmand and control capability as part of the Radio
Warning System has been made in this chapter. The configurations described
have only the capability of accomplishing the alerting and warning mission as
defined in the last section. Guidelines for the development of the Redio
Warning System, as laid down by OCD, restricted the system to an alert and
wvarning function only. These guidelines have not been altered, nor is
sufficient information available on the requirements for a command and control
function for this system to permit consideration of these added capebilities
in the configurations discussed in this document.

The level of detail of the system configurations presented is not sufficient

to allow adequate cost analyses .to be made at this time. Also, and equally
important, effectiveness criteria for the various prescribed system capabilities
have not been established to the point vhere effectiveness ratings of the
various configurations can be mads. No effor: is made in this presentation,
therefore, to compare cne configuration with another on & cost-effectiveness
basis. This activity, as well as the development of more detailed designs,

wvill be reserved for future studies.

It shculd be pointed out that the inherent characteristics of the Radio Warning
System insure that any system configuration will be naturally divided into two
distinct interfacing subsystems. One is the broadcast subsystem concerned
with the transmission of warning messages to the public via the home alert

and warning receiver. The other subsystem is the control network which carries
the control signals down from the initiating points at the national level to
the transmitters that broadcast to the public. The designs of these two
subsystems present entirely different types of problems, and the design
details of one only indirectly affect the design details of the other.

In this document only variations in the control network subsystem will be
discussed. The radio facilities for broadcasting to the public will be comsi~
dered to be the same for all three configurations. Advantage is taken of the
fact that the two subsystems can be studied more or less independently. This
is not meant to imply that all of the problems with these facilities have been
solved or that the subsystem can in any sense be considered to be optimm.

As more precise definition of some 0T the parameters of the broadcast subsystem
depends upon the evaluation of field strength and noise measurements yet to be
made, more detailed studies of this part of the configuration have been deferred
until a later time. All of the control network subsystems presented are
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considered to interface with & broadcast subsystem consisting of eight low-
frequency, subnational transmitters plus approximately 60 commerciasl broadcast
stations. All 68 stations will operate in a broadcast mode. Some details

of the broadcast subsystem will be describe! in conjurction with the descrip-
tion of the first configuration preseated and will not be repeated as part

of the descriptions of the other configurations.

2.0 CONCLUSIONS AND RECOMMENDATIONS

Of the three different system configurations that have been examined in some
detail all appear to be technically feasible. A number of problems remain to
be solved before an operational system can be implemented. More precise
definition of the syst m requirements, and a rationale for weighing their
relative importance should be developed as soon as possible to sllow meaningful
costeeffectiveness comparisons to be made of the different configurations. It
is recommended that the principles of value engineering, as developed by the
Department of Defense, be app.ied to the development of the Radio Warning
System. This will ensure that CD will develop a system that has all of the
basic capabilities needed to accomplish the mission but will not be burdened
with excessive costs in providing capabilities with only marginal utility.

3.0 RADIO-BASED CONFIGURATION

This configuration is based upon use by OCD of the low-frequency (60 kHz)
time-stantard station, WWVB, at Fort Col'ins, Colorado, modified to increase
power output and reliability, for disseminating the coatrol signals from the
national initistion points to the transmitters that broadcast the alert and
warning message to the public. KBS is the normal everyday user of the station,
broadcasting at 60 kHz to the public vith time signals derived frcia the NBS
cesium atomic frequency standard. During an alert situation OCD will assume
control of WWVB and will transmit frequency shift—keyed teletype signals to
control the subnational and commercial broadcast statioms.

Tais configuration was first formally presented and discussed at a joint 1
contractors' meeting held in Senta Monica, California, on 10-12 December 196k.

This description reflects the basic system configuration as it was presented

at that meeting with some modifications resulting from additional information
gained since that time from telephone calls and personal comtacts with
contractor and OCD personnel. The System Development Corporation has not :
performed a camprehensive analysis of this configuration, nor were operational
feasibility studies made. As a'result, the configuration is only representative
of the system as conceived Ly the participants at the December meeting, with
the exception of the changes and additions previously mentloned.

1. J L Autery and Samuel Weems, Report on the Radio mn%unw%
Meeting, System Development Corporation, L~ ) bruary 5.
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A control message is transmitted through the system in the folloving manner:
An alert action initiated by an OCD operator at one of the three National
Warning Centers” results in a switch closure being sent to a programmer. The
programmer select one of a number of teletype tape readers with a prepunched
teletype tape containing a control message code prepositioned under the send
head. The programmer will cause this and other contirol messages to be trans-
mitted in a timed sequence to accomplish the following train of events.

The first tape message will be encrypted by a K¥7 cryptographic device and
transmitted to tbe NBS transmitter, WWVB, at Fort Collins, Colorado, by means
of a microwave comminications channel. At WWVB the control message vill be
decrypted by another W7 and fed to a teletype page printer and stunt box.

The decrypted message code actuates the stunt box vhich then provides a swvitch
closure to a controller. The controller provides the timed sequences of svitch
closures required to change over the WWVB transmitter, modulator, antenna, and
related equipment to the OCD mode of operation. When this has been accomplished,
the programmer at the Rational Warning Center will initiate the sending of
another code group. This code group, after being decrypted at WWwvB, vill
cause the stunt box to start the transmit K¥/ sending synchronizing signals to
the modulator for transmission at 61.15 kcs {center frequency) to the sub-
national and commercial broadcast transmitter stations.

After sufficient time has elapsed for all of the receive KW7s at the lower
echelon stations to became synchronized vith the transmit K4/ (sbout 8 seconds),
the programmer vill cause the tape reader to send another code group. This
group is decrypted at WWVB, reencrypted by the transmit KW7, sent dovn to the
subnational transmitter stations and there decrypted. The decrypted message
code is fed into a teletype page printer-stunt box-controller ensemble similar
to the one at WWVB. This causes the subnational transmitters to svitch on
plate pover and begin to radiate carrier on their assigned freguencies.

Similar ensembles at the commercial stations also ceuse the broadcast trans-
mitters to begin operating in the OCD mode as a result of the swvitching of
subsystems. The programmer vill then, after alloving time for all of the lover
echelon stations to have svitched over to the OCD mode of operstion, cause the
tape reader to send another code group. This group, when received, vill cause
the stunt bor to provide a switch closure to a selected voice tape deck which
feeds the prerecorded audjo alert signal/varning message to the modulator fer
transmission to the public.

I, For the sake of simplicity, this description vill be limited to a
discussion of initiation from the National Warning Center &t NORAD COC in
Colorado Springs only. The details of initiation from alternate initiation
points are described in a later section.
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Monitor receivers at the National Warning Center detexwine if the tranemitters
at the lover echelon function properly and display this information on a status
board at the operator's console. The operation of WWVB in the OCD mode is
monitored by means of a 61.15 kcs FSK receiver feeding its output into a
receive KW with the decrypted code groups being printed on a page printer
adjacent to the operator's cansole.

3.1 FUNCTIONAL SUBSYSTEMS

This configuratioa is shown in Figure 3-1. The major subsystems in this figure
are described below. They are grouped together under the site at which they
are physically located.

3.1.1 Rational Warning Center

The equipment configuration shown in Figure 3-1 is typical for ell of the
National Warning Centers though it actually indicates the configuration for
the National Warning Center at NORAD COC. Any differences existing between
the several Nutional Warning Centers will be the result of their physical
location rather than any difference in function. Not showvn iy the figure are
the communications and other equipment which provide the inte:face between
the three National Warning Centers. As backup tc the primary mode of operation
there vill be two alternate National Warning Centers: National Two Warning
Center (N2WC) at OCD Region Five Headquarters, Denton, Texas; and Natiomal
Three Warning Center (N3WC) at the present location of the Washington Warning
Area Control Point (WWACP).

Belov is a 1list of the principal subsystems at the National Warning Center:

Progreamer

Teletype tape reader

KWT-T (Cryptogrephic equipment operating in the transmit mode )
Microvave terminal

61.15 xHz receiver (momitor)
*XWT-R (cryptogrephic equipment operating in the receive mode)
*Teletype monitor pege printer . .
*Subnational lov frequency receiver (monitor)
*Comsercial broadcast receiver (momitor)

Status Adisplay

The following paragraphs describe the subsystems listed above except those
labeled with an asterisk, vhich are standard cammercial equipment whose
functicn 1s well known. )
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Programer

This subsystem provides the automatic code selection, time sequencing, and
overall control of the actual transmission of the control signal once the
initiation action has been taken by the OCD operator. The programmer accepts
one of a number of switch actions from che console, selects the proper tape
reader corresponding to a particular switch action and starts that tape reader
transmitting a code group to the tramsmit KW7 cryptographic device. (All
control messages originating at the National Warning Centers are encrypted.)
It sets & timer and at preset intervals it selects and starts other “ape
readers that transmit other coded messages to initiate functions at a lower
ecnelon at prescribed times.

The actual logic to be incorporated into this circuit has not been worked out
in detail. Provision will be made by the programmer for sequencing normal
control codes interspersed with ad 1ib teletype messages originated by the
OCD operator for live voice reading by designated personnel at input points to
the transmitters that broadcast to the public. Possible interface with some
type of automatic message composer must be considered in the design of the
programmer.

Teletype Tape Reader

The teletype tape reader is connected to the programmer and is activated by
switch actions from the programmer. Upon activation, it reads a selected,
prepositioned teletype tape and converts it into electrical teletype coded
signals that are fed intc a cryptographic device. Tt is a standard teletype,
paper-tape, transmitter-distributor modified for sp :ial OCD use. It may con-
sist of one tape read head for each coded message which the programmer can
start and stop in accordance to its internal logic. It could also consist of
a single tape reader with a tape search device under control of the programmer
for positioning the proper code group under the read head. 1In either case a
manual override capability should be provided to enable the operator to
manually control the device.

KWT Cryptographic Device

The KWT cryptographic system ie furnished by the National Security Agency to
govermmental agencies for the purpose of providing security for teletype
coommmunications. In this configuration it is used to provide security against
spoofing and inadvertant false activation of the system by unauthorized persons.
It 1s designed to operate with five-level, Baudot, telegraphic code and can
operate in a 100-word-per-minute teletype network. It is a classified system
and requires a high level of physical security wherever it may be used. The
prccurement and maintenance of the system is provided by the National Security
Agency. More details on the operation of the KW7 system are provided in a

O
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previously issued SDC documentl that lists information on the system obtained

from an interview with National Security Agency personnel.

Microware Terminal

All commnications between the National Control Center at NORAD COC and the

NBS transmitter site at Fort Collins, Colorado are by means of a full-period
microwave channel. All messages will be encrypted by means of a KWT crypto-
graphic device operating in the transmit mode at the National Warning Center and
anotkcr KWT operating in the receive mode at Fort Collins. The two KW7s will
bz maintained in syrchronism at all times so that no time delay in transmitting
the alert and warnirng message to the public will be caused by the use of crypto-
graphic devices on this communication link. The means ol transmitting the
control signals from the other two national initiation points tc the primary
transmitter, either at Fort Collins or in Virginia may well differ from the
means used between NORAD COC and Fort Collins. The suggested options for
accomplishing this function will be discussed in a later section.

Monitor Receiver

The monitor receivers ménitor the outputs from the various system transmitters
and inform the OCD operator whether these subsystems are performing properly. The
61.15 kHz receiver monitors the OCD alert and varning frequency on which the
NBS transmitter will transmit the encrypted control code groups to the lower
echelon transmitters. This is an FSK receiver which furnishes ercrypted
teletype signals to the KWT cryptographic device for decryption ar . printing

on tbe monitor page printer. Another possible use for tris receiver, as
previously mentioned, would ‘e to monitor the beginning of the power emission
from WWVB on 61.15 kHz and provide a swvitch closure to the programmer as a
signal to begin transmiss‘on of the code group that starts the transmit KW7
cryptographic device at WWVB sending synchronizing pulses to the KW7s at the
lower echelon transmitters.

The lov frequency and broadcast receivers are designed to recognize the special
coded transmissions put out by the subnational and commercial broadcast trans-
mitters for demuting the home receivers. They differ from the home receivers
in having greater sensitivity and relisbility. Also instead of demuting the
audio portion of the receiver the demuting gste, vhen opened, will provid: a
switch closure indication to the status board that some icular transmitter
is performing satisfactorily. Each National Warning Center will monitor as
many lower echelon transmitters as is technically feasible aud will pass these
status data on to the oiher national warn. 3 centers.

I. J L Autery and Samuiel Weems, Trip Report, System Development Corporation,
TM-L-1960/004/00, 22 April 1965.
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Status Display

The status display will be some kind of visual display board that indicates
the status of each element of the Radio Werning System. The OCD operator,
at a glance, should be able to pick out the transmitters that have not begun

to transmit an alert and varning message so that he may, with a minimm
of delxy, take such means as may be available to him to correct the deficiency.

3.1.2 WWVB Transmitter Statiomn, Fort Collins, Colorado

The equiyment described here for Fort Collins will be representative of

the equipment that will be required for the second KBS lov-frequency station
in Virginta. The functions of the two stations are practically identical
except for their ar 2 of geographic coverage. The Fort Collinn transmitter
will control the lower echelon transmitters w st of the Mississippi River
and the Virginia ' ra1 emitter will control the lower echelon transmitters

in the Eastern part of the country. Of course, there will be a large over-
lap in coverage and the actual station assigrrsents vill depend on field
strength and noise messurements nov being made. The two stations should

be operated on dilYersnt frequencies to prevent interference in the overlep
areas. Thi, would obviate the nececsity of transmitting sequentially in
time with the resultant time delay in gettinyg the alert and varning message
to the public.

The following list of equipment represents the major functional units at
WWVB that are involved in the OCD mode of operation.

Microvave terminal
#Xa7-R (cryptographic equipment operating in the receive mode)
Page printer-stunt box

Controller

#XWT-T (cryptographic equipment opersting in the transmit mode)
Frequency shift Yeyer

61.15 klHz tramsmitter

The subsystems vith :3terisks a-u not described in detail as they are essentially
{dertical to subsystems previocusly described.
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Page Printer-fitunt Box

The telstype pege printer with stunt box has two functions to perform. It
provides a permanent record of the control messages received from the National
Warning Center, and it acts upon these messages by furnishing switch closures
to the controller. The first message received from the Nat‘onal Warning Center
vill be a coomand to svitch over the NBS transmitter to operation in the OCD
mode. This command is passed to the comtroller by the stunt box and a record
of the command is printud out on the page printer. All lster control messages
are passed on to the transmit XW7 cryptogrsphic device Wut are monitored and
printed out by the pege printer. The stunt box ignores these messages but
continues to monitor the line until a control message is receivea ordering

the NBS transmitter to be restored to the NBS operatin, mode. The stunt box
vill send a svwitch closure to the controller to effect this switchover.

Controller

The cont—oller las the function of changing WWVB from its normal EB6 operating
mode to the OCD alert and wvarniug mode, and beck again to the NBS mods. Both
changes are initiated by switch closures input from the stunt bax as a result
of commandn sent from tbhe ¥ational Warning Center. The changsover from one
mods to another involves svitching modulators or possidly transmitters if a
stan®dy transaitter is provided. It vill require retuning ~f the transmitter
and artenna from 60 kHz to 61.15 kHz or vice versa and possibly other house-
keeping chores incident to the changeover in type of operation. The comtroller
BaYy have an internal timing device, but this will onl) be for the purpose of
tirzing its ovn sequence of operations. All external timing v:ll dbe undsr
sontrol of the programssr at the National Warming Center.

Frequency Shift Duyer

This modulator receives the encrypted control message in normal teletype code
from the KNT eryptographic device in the form of electrical impulses and
converts them into frequency shift keyed modulation of the 61.15 kEz trans-
mitter for transmission to the lover echelon trsasmitter sites. The KN7
wmumwwmumrmnu.mmmm
vhan used on redio circuits’,dut tone keying is considered to de less efficient
than freguency shift keying for the center frequency and bend pess character-
istics of WWVD.

1. Autery and Weems, op. cit., . 1-2.
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61.15 kHz Pransmitter

This is the WWVB transmitter when used in the OCD mode. It is normally operated
at a center frequency of 60 kHz with special modulation carrying standard
frequency and time standard iunformation for broadrast to the public. A special
0CD modulator for producing frequency-shift-keyed signals will replace the
normal modulator when operating in the OCD mode. This transmitter at Fort
Collins and a compenion transmitter located in Virginia will provide the

primary msans of transmitting a control message down to each of the subnational
lov-frequency and standard broadcast transmitters. Red&undant equipment will be
added to the station to bring the reliabilityl of the transmitting system up to
OCD requirements and the recdiated power will be increased to about 100 kilowatts.

3.1.3 Subnational Lovw-Frequency Transmitter Btations

These lov-frequency OCD dedicated broadcast stations are the primary means for
broaicasting an alert and varning message to the public. Tbhey will operate in
the frequency range between 180 and 220 kHz to take advantage of the long-range
ground vave radio coverage characteristics of these frequencies.

Present plans indicate there vwill be eight of these subnational transmitters
located in or near the following cities: ;

Bend, Oregon

Billings, Montana
Rickland Center, Wisconsin
Portsmouth, Nev Hampshire
Olney, Maryland
Bainbridge, Georgia

Knox City, Texas
Henderson, Nevada

Tvo different functions are planned for these stations. The first is, as
stated, the primary responsidbility for droadcasting the alert and varning
message to the public. The second is to serve as a relay station to transmit
the encrypted control meessage from the NBS lov-frequency trarsmitters to the
~omercial bdrosdcast stations. It hes deen proposed that these two functiocns
be performed simltanecusly by sharing the availadble dbandwidth of the trans-
mission channe. between tone-keyed teletype 2ignals and the voice warning
message. Some problems are forseen if this is attempted, e.g., audio inter-
ference at the homs rec iver from the teletype modulation, and degradation of
both teletype signals and audio alert and varning signals due to the sharing
of ths modnlation pover of the transmitter. The functional subsystems for

1. Bee Section 5.2.3, footnote 1.

e ——
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performing the teletype relay operation are included in Figure 3-1, however,
and in the list of subsystems below:

Receiver (61.15 kiz)

#XWT-R (crypotographic equipment operating in the receive mode)
Page printer-stunt box

Controller

#XWT-T (cryptographic equipment operating in the transmit mode)
Voice tape deck

Modulator .

Subnational low-frequency transmitter

Only the items without asterisks are described.

Receiver (61.15 kHz)

This receiver is designed to receive frequency shift-keyed signals from one
of the low-frequency NBS stations at Fort Collins, Coloradg or in the State of
Virginia, depending on which transmitter provides the strongest signal ut the
receiver location. The receiver will convert the received signals to normal
teletype signals for input to the KW7 cryptographic device. Other than a
requirement for high reliability, this receiver will be of standard commercial

design.

Page Printer-Stunt Box

The page printer with stunt box has three functions to perform. - (1) The page
printer provides a permanent record of the control messages received from the
National Warning Center via the NBS low-frequency transmitter. (2) The stunt
box acts upon these messages by furnishing switch closures to the controller.
The first message received from the National Warning Center via the NBS .
transaitter will be a command to switch on plate power at the subnational trams-
mitter. This commend is passed to the controller by the stunt box and a record
of the coomand is printed out on the page printer. All later control messages
that are destined for the commercial broadcast stations are passed on to the
transmit KWT cryptographic device but are monitored and printed out by the page
printer. The stunt box ignores these messages but continues to monitor the line
until a control message is received ordering the NBS transmitter to be restored
to the NBE opersting mode. The stunt box will send a switch closure to the
controller to effect this switchover. (3) In response to a control message the
stunt box will provide one of a mmber of possible switch closures to the voice
tape deck to select the proper message for transmission to the public via the
subnational transmitter.




31 January 1966 3-1h T™-L-1960,/090/00

Controller

The controller has the function of putting the subnational transmitter on the
air. As this transmitter has no secondary mode of operation, it will remain in
a ready state at all times so that it is only necessary to switch on the plate
pover to be readvy for operation. The controller will turn the transmitter on
and off under the control of the stunt box.

Voice Tape Deck

Each subnational and commercial broadcast alert and warning transmitter station
will have an identical library of official OCD magnetic alert and wvarning tapes.
The voice tape deck will be the subsystem vhere the tape handling operations
are performed. The tapes are stored with the start of each taped message uuder
a separate read head. When the control message specifying a particular tape

is received and decrypted, the stunt box sends one of a number of switch
closures to the voice tape deck. This selects and starts one of the tape
drives vhich sends audio alert and warning signals to the modulator. The
message vill be on an endless tape so that wvhen the message is completed it can
immediately be repositioned with the beginning of the message under the read
head. As the format of the messages, the mmber of repetitions of a message
and the sequencing of messages has not been determined it is not possible to
give more details on the operation of this subsystem. It can be said, however,
that some simple logic circuits and a timer will be required to perform the
function of this subsystem, even if the only complexity is to repeat a given
message a specified number of times.

Modulato.'

The modulator has the primary function of amplitude modulating the trans-
mitter with the alert signals and voice messages input from the voice tape
deck. It has a secondary function of converting encrypted teletype signals
from the XW7 ciyptographic device into tone-keyed modnlating signals for the
transmitter. 1he voice wvarning message is a direct broadcast to the public and
the tone-keyed teletype signals are control signals for activating those
commercial brosdcast stations that are within trensmission range of the sub-
national transmitter and are part of tbe Redio Warning System. The prodlem is
tht'bathmnct.ou are equally urgsnt and one should not be delayed in favor
of the ather. The apparent solution is to broadcast both simultanecusly,
assigning parts of the available sudio bandwidth to each fumction. This means,
however, a division of the availadle tmtmmbmmm and
both may suffer. This is an area vhich must be studied more closely.
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Subnational Low-Frequency Transmitters

These eight transmitters will be OCD dedicated, unmanned facilities with
radiated power outputs of from 50 to 100 kilowatts. Their primary function
will be to provide broadcast radio coverage of the alert and warning message
to the entire continental United States. Their frequency range of operation
(180-220 kHz) should provide adequate strength of the groundwave signal for
reception by a simple economical receiver up to 500 or 600 miles from the trans-
mitter. Whether any single receiver can receive the transmission depends on
many factors, not the least of which are the ground conductivity between the
transmitter and receiver and the ambient noise level at the receiver. These
parameters are subject to diurnal, seasonal, o1 other variations which make it
difficult to generalize on the coverage that can be expected from these trans-
mitters. It is certain, however, that these transmitters will not provide
sufficient signal strength to be useful in the large metropolitan areas where
ambient noise levels are high. It is planned to fill in the coverage of these
high noise areas with commercial broadcast stations. This then imposes a
secondary function on the subnational transmitter; that is, to disseminate a
control message from the NBS low-frequency transmitter to the commercial
broadcast stations. This will be required at all of those broadcast stations
that cannot receive control signals directly from either of the NBS low-fre-
quency stations.

3.1.4 Commercial Broadcast Transmitter Stations

Commercial broadcast transmitters will be used to disseminate the alert and
warning message to the public in those large metropolitan areas where the
signal-to-noise ratio is too low for reliable reception of the subnational low-
frequency transmissions. It has been estimated that approximately 60 broadcast
stations will be required to cover all of these high noise areas. The actual
number needed and their location will be determined on the basis of field
measurements of signal strength and ambient noise now being made. Where possible,
the coumercial broadcast stations will receive their control signals directly
from the NBS low-frequency transmitters. This will save several seconds in the
time required to disseminate the alert and warning message to the public by
eliminating the relay operation at the subnational transmitter. The possibility

‘18 recognized, however, that this direct coverage of all commercial stations by

the two NBS inw-frequency transmitters may not be feasible. Some stations may
receive reliable signals only from the NBS transmitter; others may be able to
receive only from a subnational station. Still other commercial broadcast
stations may be so located that signals from the nearest NBS station and the
nearest subnational station are both marginal. Figure 3-1 represents this type
of commercial station where the two receivers feed into an OR gate which

selects the one with the most reliable signal. This type of station is probably
atypical, but is shown in the figure as it represents the more general case.
Most of the commercial stations will probably have only one receiver, of one
type or the other.
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The following list is of the major subsystems at a commercial broadcast station
that are involved with the OCD alert and varning function:

#Receiver (61.15 kHz)
#Receiver (Subnational)
OR Gate
#GiT-R (cryptographic equipment operating in the receive mode)
Page printer-stunt box
Controller
®Woice tape deck
#Modulator
Commercial broadcast transmitter

Only the subsystems vithout asterisks are described below.

OR Gate

As mentioned previously, only those stations that ure in geographical areas

vhere reception is marginal from both the NBS and the subnational transmitters
would have two receivers vith an OR gate. The OR gate would operate in such a
manner that vhichever channel first presented a usable, recognizadle signal vould
be switched to the input of the KW7 cryptographic device and the other channel
would be ignored. ' The gate must operate in this manner as the cryptographic
devices on the two channels make it impossible to obtain information from either
channel unless the receive KN7T cryptographic device vas on-line for the start of
the transaission vhen the synchronizing pulses vere being transmitted.

Page Printer -Stunt Box

The teletype page printer with stunt box has three functions to perform.

(1) It provides a permanent record of the control messages received from the
RNational Warning Center via the NBS transmitter directly, or via relay through
the subnational transmitter. (2) It acts upon these messeges by furnishing
swvitch closures to the controller. The first message received from the Fational
Warning Center will be a command to svilch over the cammercial broadcast trans-
mitter to operate in the OCD mode. This command is passed to the comtroller by
the stunt box and a record of the commani is printed ocut on the page printer.
(3) In response to a control message the stunt box will provide cae of a mmber
of possible svitch closures to the voice tape deck to selsct the proper message
for transmission to the mblic via the commsrcial drosdcest transmitter.
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Controlier

The controller has the function of converting the commercial broasdcast trans-
mitter from ite normal commercial mode to the OCD mode of operation or, if the
commercial broadcast transmitter is off the air, to swvitch it on the air in an
OCD mode. It also has the function of returning the transmitter facility to its
normal operating mode vhen the OCD alert and varning function has been completed.
The functions to be performed in effecting a change in the mode of operation will
vary from station to station depending on each station's configuration. It may
be necessary at some stations to switch modulators; at others, it may only be
necessary to svitch the program lines into the modulator. If notch filter
monitoring devicesl are used at the station to prevent program material from
causing false alerts, these must be removed from the system vhen used in the

OCD mode. These and other considerations may necessitate the controller being

a custom made device for each installation. It may, however, be possible to
design a controller with general circuitry which can be adapted to the variety
of station configurations that will be encountered.

Commercial Broadcast Transmitters

These transmitters vill be used to broadcest the alert and varning messege to
the public in the high noise metropolitan areas vhere the signal-to-noise ratio
of the subnational transmitter signals are too lov for dependable reception by
public receivers in that area. These stations will generally be 50 kilowvatt
stations with good coverage of the high noise areas that they service. They
vill transmit on their assigned frequencies wvhen operating in the OCD mode.

If they are not 2k-hour stations, they vill be required to leave filsment

pover on and all subsystems in a "ready-to-go" condition vhen signing off the
air at the end of their regular broadcast day. This is necessary if alert

and varning messages are to be disseminated with the minimm of delay at any
time of the day or night. To increase reliability each station vill be required
to have a standby transmitter and an auxiliary power supply, both vith automatic
svitchover capability in case of failure of the main transmitter or commerciasl
pover. Redundancy in other subsystems will be required on a station-to-station
basis depending upon the particular configuration of each station.

1. See Chepter SBeven, "A Technique for Preventing Progrem Material from
Falsely Activating Hame Rc ceivers.”
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3.2 SYSTEM OPERATION

The OCD operator at a National Warning Center will implement his decision-to-
wvarn by pressing ane of a number of push button switches on the operator's
console. From that time on the propagation of the alert and warning to the
public will dbe automatic. The folloving sequence of events illustrates the
interactions that take place among the previously described subsystems wvhen
the Radio Warning System is activated by the OCD operator.

The svitch closure from the operstor’'s console starts the transmission of a
coded message over the first link of the control network. This first link,
from the National Warning Center at NORAD COC to the NBS transmitter at Fort
Collins, vill be a full-period, microwave channel. The first link from
the N3WC at the WWACP to the primary transmitter in Northern Virginaia

wvill also be a full-period, microwave facility. The first link from N2WC
at OCD Region Five Headquarters in Denton, Texas, to Fort Collins is less
fimiy established. It has been suggested that ¢ full period microwave link
be provided from N2WC to the subnational transmitter at Knox City, Texas.
The control messages would be transmitted from R2WC v’a the microwave link
to Knox City and there relayed via the subnational transmitter, operating in
a single sideband mode, to the primary transmitter at Fort Collins. An
alternative means of providing cammnications between N2WC and Fort Collins
is by secure land line. This link could then be a full-period channel.

Backup communication channels from the NWC and the N2WwC to the primery
transmitter in Northern Virginia and from N3WC to the prinary transmitter
in Fort Collins will have to be provided. Secure wire channels would appear
to offer the best solution for these backup facilities.

On those first-link channels that allow full-»eriod operation, the KW7
cryptographic devices will be maintained in s;nclronism at all times. This
vill eliminate the delay associsted with the synchronizing of cryptographic
devices vhen a channel has not been in service for a period of time. If
initistion is made from N2WC, this synchronization delsay camnot be avoided.
Although the micruwave link fram NeWC to Knox City can be maintained as a full-
period channel, the link provided by the subnational “ransaitter camnot, so
the KW7s on the Knox City to Fort Collins link must be synchrcaized each time
the chennel is activated. The time required for this syuchronization, added
to the time needed to get the subnational transmitter switched on the air,
vill add epproximately 10 seconds additional delay in getting the warning
message to the public.

The purpose of the first control messege is to activate the primary traasmitters

at Yort Collins and in Northern Virginia by putting them on the air in the OCD

mode of operation. As neither of the two primary transmitters is capable of

covering the whole of the United States with reliable teletype signals, both
transmitters must be activated fur all alerts. This implies cammmmication

from eech of the national initistion points to both of the primary tranemitters.
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It has been suggested that the primary transmitters could be vsed to relay
control messages to each other, thus eliminating a need for a communication
channel from each of the National Warning Centers to a second primary trens-
mitter. This method of transmitting the coatrol signals to the second primary
transmitter, however, is not recoumended as it would nullify the redundancy
inherent in having two primary stations. For example, if NWC were connected
only to Fort Collins, and the Fort Collins transmitter failed, NWC could not
activate the Northern Virginia transmitter without having a separate backup
commnication channel to that transmitter. If backup channels from each of
the National Warning Centers to a second primary transmitter are needed, they
should be made primary channels so that both primary transmitters could be
simultaneously activated from any of the three initiation points. This would
increase the reliability of the Radio Warning System control network and
eliminate the difficult timing problems that would arise with operation of the
primary transmitters in a sequence of different modes.

The programmer controls the dissemination of the control message once the

initiating action has been taken by the OCD operator. It times and sequences

the code groups that make up the control message. The first part of the control
message will b2 a conditioning code to ready the teletype stunt box at Fort

Collins to receive instructions. This conditioning code will consist of a

two-to five-letter code group. The second part of the control message is a
three-letter code group that causes the stunt box to initiate changeover to-

the OCD mode. The comtroller, vhen activated by a switch closure from the

stunt box, will accomplish the necessary switching and retuning that is ]
required to change WWVB into the OCD mode of operation. While this is taking i
place, a short teletype message sent down from the NWC and printed out on the

page printer will authenticate the warning to the NBS operators.

The programmer puts in a timed delay to allow for couupletion of the hardware
switching, and to enable WWVB to be ready to start transmitting on 61.15 kHz

in the OCD mode. The programmer then init.)ates the sending of the second message
vhich causes the stunt box to provide a switch closure to the transmit KW{
cryptographic device at WWVB. This switch closure causes the KW{ to send syn-
chronizing sigrals via the 61.15 kHz transmitter to synchronize all of the KWTs at
the lower echelon stations. After 8 seconds, the sending of synchronizing signals
is stopped by another code group received at the stunt box from the NWC. An
alternate means of timing the start of transmission of the second message could i
be provided by furnishing the programmer with an input from the 61.15 XHz ,
monitor receiver. When WWVB completed its changeover to the OCD mode of operationm,
it would radiate carrier power on 61.15 «Hz indicating to the programmer that

the transmitter was operational in the OCD mode. The programmer could

then start sending the next code grcup without waiting for a timed switch.

action. Some message delay time might be saved by this alternative. This !
operation is followed by a three-letter code group (Inhibit Code) that prevents
the stunt box from responding to any characters in the text material that follows
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except a particular code which will be used to reset the stunt box for receiving
further instructions. This particular code will alvays precede new instructions
such as cancel, reset, stop transmission, or return transmitter to NBS control.

The channel is now clear for transmission of control messages from the NWC down

to the transmitters that commnicate directly with the public.

With a commnication channel established to the subnational and commercial
broadcast trancmitters, a code group causes the stunt boxes to activate the
controllers at each of these lower echelon transmitters. At the subnational
transmitters, which are OCD dedicated and have no other mode of operation, the
controllers have only to switch on the plate power supply and the transmitters
are ready to broadcast to the public. At the commercial droadcast stations the
controller has to switch program lines, modulators, plate pover and possibly
other equipment, depending on the configuration of each station. Tne end result
will be the same, however, even though the switchover takes longer for the
coumercial broadcast stations than for the subnational transmitters, i.e., all
stations will be put in & condition to broadcast the OCD alert and warning
message to the public.

The next code group vill be interpreted by the stunt boxes at all statioms to
be the selection of the correct slert and warning tape drive unit from the
voice tape deck. The selection of the tape unit will be followed by immediate
read out of the taped alert and warning message to the modulators of the trans-
mittere for broeadcast¢ to the public, This message will be on aa endless tape
and will repeat ihe contajned message until ordered to stop by a new command
from the stunt box in response to & cancel code group sent down from the WWC.

Once the alert and warning broadcasts have been started at all of the sub-
national transmitters and commercial broadcast stations, a teletype suthentication
message is sent dovn from the NWC to all commercial droadcest stations and
printed out on the local page printers.

The above description of the system operation was limited to the "two-stage"
option, so-called because the control message was delivered to all of the trans-
mitting stations in two steps or stages. The first stage is the link from the
national initiation point to the primary transmitter at Fort Collins or
Northern Virginia. The second stage is from the primary transmitter to the
transmitting station that broadcasts to the public. There is some uncertainty
that all of the cammercial broadcast stations can be activated directly by the
tvo primary transmitters. This uncertainty arises from estimates of inadequate
signal strength of the primary transmitters in some parts of the country,
particularly in the highk-noise metropolitan areas vhere the commercial broadcast
stations will be located. To counter this probable coverage deficiency by the
primary transm‘tters, a three-stage option is proposed. The three-stage

option differs from the two-stage option in that the svbnational transmitters
vill be used to relay the control message to those commercial broadcast stations
vhere the signal-to noise ratio of the transmissions from either one of the

N .
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primary transmitters is too low for reliable reception. The control message
will be different for the three-stage option. The first part of the control
message will be the same &s for the two-stage option, but when the subnational
transmitters begin to broadcast to the public one more step must be taken to

set up the third transmission link from the subnational transmitter to the
commercial broadcast station. For this purpose & narrow frequency band is
notched out of the voice frequency spectrum of the public warning message. The
modulator provides tone keying of the incoming encrypted teletype signals for
transmission in the notched t portion of the voice message spectrum. This
transmission will be cimults .>us with, and independeant of, the alert and
wvarning message transmission, except that the two signals will share the
modulation power in the broadcast transmission. The same synchronization
procedure will be required for thls tone keyed channel as was employecd for the
frequency shift keyed channel between the primary trensmitter and the subnational
transmitter. The programmer at the NWC will send down a code group at the proper
time that will cause the transmit KW7 at the subnational transmitter to synchronize
all the receive KW7s at the commerciel broadcast stations under its control.
After eight seconds the synchronizing signal will be switched off and the

channel to the commercial broadcast stations will be assumed to be established.
The programmer will then send a code group down whicir will etffect the change-
over of the coomercial broadcast station to the OCD operating mode. This will
be followed hy an authenticating message to the owner of the commercial station
that will bé¢ printed on the page printer.

3.3 TIME DELAYS IN THE SYSTEM

The operation of the system configuration shown in Figure 3-1 was analyzed to
determine the extent of the delay that might be expected in transmission of a
wvarning to the public. This delay is the total of all the sequential delays
inherent in the various components of the system. Figure 3-2 reprecents a time
chart of the sequential functions that mmst be performed in the network with
time zero equal to the completion of the decision to warn-and the initiation

by the operator of the warning sequence. This chart illustrates the delays that
could be expected for each of the two different network ovtions. The upper
chart illustrates the delay that would be expected for that part of the public
that has lcw-frequency receivers or whose home receiver is tuned to a coammercial
broadcast transmitter that receives its control signals directly from either
one of the primary transmitters at Fort Collins or in Northern Virginia. The
lower chart indicates the delay that would be expected tor the part of the
public in th: large metropolitan areas that depends, for the transmission of
the warning, on & commercial broadcast station that receives its control
signals from a subnational transmitter. Numbers above the line are identifiers
that refer to the functions listed below the charts. The position of the
function number on the time scale indicates the time when that function is
completed. The position of the last nunber in the sequence, therefore,
indicates the total time lost in the control network until the sudible alert
signal is available to the public.
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3.3.1 Iwo Stage (Figure 3-2, Upper)

The first link ia the network, from NORAD COC to the NBS transmitter at Fort
Collins, Colorado, is a full period microvave link. The Ki7s on this link are
synchronized at intervals and maintained in continuous synchronism so that no
time delay is anticipated in transmitting a message to WWVB. The first part of
the varning message will be a conditioning code to ready the teletype stunt box
at XBS to receive instructions. This conditioning code will cousist of a two-
to-five-letter code group. A nominal time to complete this operation was set
at one secorl, though the actual time would probably be less. The second part
of the message is a three-letter code group vhich causes the stunt dbox to
initiste seizure and retuning of the NBS transmitter. This is followed by a
third code group (Inhibit Code) that prevents the stunt box from responding to
any characters except a particular code which will be used to reset the stunt
box to receive further instructions. PFunctions 2 and 3, just described, to-
gether were estimated to account for a onc-second delay.

The fourth function, retuning WWVB plus the necessary switching of modulators
and other bhardware, is estimated to introduce an additional eight seconds
maximm delay. These eight seconds will be utilized to send a sbort hard copy
verification of the wvarning to NBS operators. At the conclusion of the hard-
vare svitching, a ready-to-go signal will be received at NORAD COC via the

61.15 XHz monitor receiver. This function is nearly instantaneous so Lo delay
is charged to it. Upon receipt of the ready-to-go signal, function six is
initiated. This function introduces an eight-second delay during which all of
the XiWTs at the subnational transmitters are cycled and brought into synchronism
with the XW7 at NBS. Following synchronization of the KWTs, function seven is
initiated. This consists of sending a conditioning code from RORAD COC down to
the stunt boxes at the eight subnational transmitters. Alloving time to get all
eight stunt boxes in the ready condition imposes a two-second delay. PFunction
eight activating the transmitters, introduces only a two-second delay as the
transmitters are standing by and do not require a wvarm-up period or exteunsive
svitching or retuning. PFunction nine introduces a one-second delay vhen a

cods group causes stunt box selection and switching of a tape drive unit to
deliver the appropriate audio me.-sage (varning, test, or other) to the public.

The sbove delays are inherent in the control network. In addition, there will
be a delay at the low-frequency home receiver (probably 10 seconds) for
integration of the demuting signal to inhibit false activation on noj-e.

Adding these two types of delays, the total aystem delay from the time of
activation of the system at WORAD COC, until an audible alert signal is present
in the lov-freguency home receivers, is 33 seconds.

3.3.2 Three Stage (Figure 3-2, lower)

The three-stage configuration is the same as the two-stage configuration except
that an additional operation is added. This consists of including some number
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of cammerical broadcast stations in the warning network to deliver the warning
message to the public in the large metropolitan areas. The first nine
functions are the seme as for the two-stage system. However, simultaneously
vith the broadcasting of the wvarning messege, the subnational transmitters
vill also transmit coded signals to the commercial broadcast transmitters to
in{tiate transmission of the warning message to that part of the public that
has receivers tuned to the broadcast frequencies.

This edditional operation will introduce more time delays in the sequence of
cperations required to deliver the warning message to the home receivers in
the large metropolitan areas. Function ten introduces an eight-second delay
nascessary to synchronize the KW7s at the broadcast stations with the KWT at
the subnational transmitter to which they are tuned. Function eleven is a two-
to-five-letter conditioning code that must be sent fmom NORAD COC down to the
commercial stations to ready the stunt boxes (as in function seven). It is
estimated that tw seconds delay is required to accomplist this function.
These two added functions impose an additional ten-second delay. This delay
plus the delays for functions cne through nine and the en-second delay at the
receiver make a total delay for the three-stage configuration of 43 seconds.

k.o AJTOMATIC DIGITAL NETWORK ( AUTODIN) CONFIGURATION

The heart of the previously discussed Radio Warning System configuration is
the low-frequency station WWVB at Fort Collins, Colorado, and its east coast
counterpart. The sole function of these stations is to activate the warning
system. It is proposed that this function could be performed in a much more
efficient manner, from a control viewpoint, by the use of a redundant landline
system. In this Iection the feasibility of utilizing the AUTOmatic DIgital
Network ( AUTODIN)" for this purpose will be examined. Since AUTODIN is an
existing, operating system, no attempt vwill be made to describe the inner
workings of the system, but rather more atteation will be paid to the terminal
facilities available.

1. F. B. Falknor, "AUTODIN-Technical Control Facility,” Western Union
Technical Reviev, 17(4), October 1963, pp. 150 £f. H. A. Janssan, "AJTODIN-
System Description, Part I-Network and Subscriber Terminals,” Western Union
Technical Review, 18(1), January 1964, pp. 38 ££. H. A. Janssan, "AUTODDN-
System Description, Part II-Circuit and Message Switching Centers,” Western
Union Technical Review, 18(2), April 196k, pp. 68 ££. R. L. Snyder, "Message
Protection in The AUTODIN Message Switch," Western Union Technical Reviewv,
18(3), July 1964, pp. 118 ff. See also: AUTOMATIC DIGITAL NETWORK (AUTODIN)
OPERATING PROCEDURES, JANAP 128, 1 July 196%F (as amended). 3
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AUTODIN is an autamatic switching network operated by the Defense Commnications
Agency consisting of nine switching centers and interconnecting trunk lines.

The networ. is designed to provide high speed, flexible commmnications for
Department of Defense and related users. It can be used for Radio Waming
System control if tributary lines are added from the switching centers to the
National Warning Centers, subnational warning transmitters, and possibly the
local broadcast facilities. The advantages of AUTODIN are manifold, but for
the particular application of controlling the Radio Warning System, the concemn
is mainly with speed, physical security, and reliability.

AUTODIN Speed. The timeliness of warning is, of course, of paramount
importance in the warning process; and AUTODIN's speed fits well within
the time constraints of warning. AUTODIN is designed io deliver high
priority messages to any recipient within six seconds.

AUTODIN Security. Another requirement of any varning system is tlat it
should not be subject to seizure, either for overt or covert purposes.

The AUTODIN switching centers are sc¢cure facilities and therefore are not
accessible to unauthorized personmel. Also, traffic between the centers

ir encrypted, thereby making it virtually impossible to seize lines between
centers. While it is true that uaclassified lines to terminals are
accessible a' the common carrier tests boards, only a small segment of the
system could be compromived.

The critical links in the system are the ones fram the National Warning
Centers to the Switching Centers. If these were seized, a national false
alert or no alert situation could arise. One solution is, of course, to
use encrypted messages for the entire system. This problem is discussed
in Section 6.0. Another solution would require modification of the -
computer progrems in the switching centers to the extent that they would
process encrypted messages from the National Warning Centers and transmit
them in the clear to the other elements of the Radio Warning System. The
latter is probebly not feasible because DCA would most likely not agree to
special purpose modificatians to the Switching Center computer programs.

1. Source: Mr. J. R, Miller of the Defense Cammmications Agency, is a
personal communication on.29 June 1965, indicated that the normal round-trip
time for Flash messages from the Pentagon to Hawail and back to the Pentagon
is three to four seconds. This includes two non-AUTODIN relays in Hawaii.
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AUTODIN Reliability. AUTODIN is an extremely reliable system. This is due
mainly to three facts. The first is that its lines are comon carrier lines
that are maintained on a continmuous basis. It is also able to seize lines
from the AUTOmatic VOice Network (AUTOVON) in case of overload, etc. The
second contributing factor is that AUTODIN is a distributed network, i.e.,
every switching center is connected directly to every other switching
center. Thus, redundant routing is possible in case of line outage or
switching cer >r failure. The third reason is that messages sent between
switching centers (and certain other terminals, see below) are confirmed
and acknovledged. This provides protection against noise on the lines

and guarantees receipt of the message.

4.1 AUTODIN SYSTEM OPERATION
When completed, AUTODIN will have nine solid-state switching centers located at:

1. Andrewvs AFB, near Washington, D. C.

2. Gentile AFS, near Dayton, Ohio

3. Tinker AFB, Midwest City, Oklahcma

« McClellan AFB, Sacramento, California
. Norton AFB, San Bernardino, California
. Ft. Detrick, near Hagerstown, Maryland
Albany, Georgia

. . leavenvorth, Kensas

. Hancock Field, near Syracuse, New York

\005-_40\\11:-

See Figure 3-3.

Tae first five ave presently in operation and the other four will be in the
system by May, 1966. Centers are intercomnected by major trunklines, each
center having Zirect comnection with every other center. Each center processes
inputs from ard cutputs to outstations connected directly to it, as well as
traffic to and frum other switching centers. Inputs and outputs are processed
by either message switching equipment, circuit switching equipment, or a
combination of both to interchange information among message svitched and
circuit switched outstations. PreJsent capacity of the switching centers is

50 mescage switching lines and 50 circuit switching lines with the exception of
the Tinker AFB Center, which has 100 message-switching lines and 50 circuit-
switching lines. The expension plan celle for an increase in switching capecity
at existing centers so that the system will handle 2000 outstations by 1966.

The input termirals of the message switching equipment can accept messages in

the format of most teletypewriter and business machine codes. These codes are
converted into common-language code for transmission between switching centers.
The output terminals convert the messages in the common-language code back into

.
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the codes of most teletypevriters and business machines. The system operates
vith teletypevriter speeds of 60, 75, and 100 vords per minute vith speeds to
2,400 bits per second available for other types of input and output devices.

The message format employed requires that each message incluc: a beading con-
taining certain predetermined procedural signals, folloved by the text, and
terminated by specific end of message characters. The message heading contains
the required control information that causes the message svitching unit to
perform svitching, routing, and other processing functions.

The message #vitching units queue and dispatch messages on & first in, first
out vasis within predetermined precedence levels. The precedsnce levels rec-
ognized by the system are listed belov in decending order of precedence.

1. Flash
2. Urgent
3. Priority
&, Routine

Flesh trafficpreempts a desired circuit, if necessary. Each link of the system
provides for encrypted transmission through synchronirzed cryptographic equipment
installed at each end of the 1link. This technique permits the handling of
classified traffic betveen any points in the network vithout prior encoding.
Encrypting of date on any link is opviomal, but it is impossidle to mix encrypted
and nonencrypted data on the same link.

The circuit svitching element of the switching center is much simpler than the
message svitching element. It interprets address information in the message
heading to make a direct electrical comnection. There 1s no need for storage of
message information in a pure circuit switching connection.

The circuit svitching elemwnt has premption features for high priority messages.
It is also sble to prevent transmission of classified messages to stations that
are not entitled to receive tlea.

k.2 AUTODIN IN A RADIO WARNING SYSTEM

In this configuration, each National Warning Center and subnational warning
transmitter vould be equipped with compound terminals. -

The Compound Terminal (CT) transmits end receives teletype messages via .
modified sutcmatic send and receive sets. Transmission is sysshronous and in
8-bit common language Fieldata code of vhich 7 levels are used for informatior
and the 9th level for a parity check. The data rete 4is 150 bits per second

requiring twvice the band width of a standard telstype chamnel.

@
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Data are transmitted in 80-character groups, preceded and followed by two unigque
block control charscters called framing characters, thus making the unit of
transmission (line block) 84 characters. The first three framing characters
refer to the type of block (first block of message, intermediate block of
message, or last block of message) and type of message being transmitted. The
last freming character, used solely to verify the accuracy of the transmitted
block is called the block parity character. It 1s eo configured that even
longitudinal perity is maintained for all 8 bits of the characters in the line
block. The first framing character is excluded from the longitudinal check.

Each data block must be correctly acknovledged before the next block is trans-
mitted. If an error is indicated by the reply (ER code), the block is retrans-
mitted. If no ansver is received, a repeat code (REP) is generated by the
transmitter to recall the last reply sent by the receiver. Alternate acknowl-
edgement codes (ACX-1 and ACK-2), are used to uniquely identify to which of the
tvo consecutively transmitted line blocks the acknovledgement pertains. If the
vrong acknovledge is received in response, a repeat code to the block 18 repeated;
if the correct acknowledge code is received the nmext block is transmittead.

Other unique control codes to halt transmission (WBT) or reject a message (RM)
may be generated by the receiver in reply to a l1in~ block or REP. Transmission
of.a discard message signal (IM) by the transmitting statiou instructs the
receiver to ignore the incomplete message and sets up both terminals to process
a nev message.

Note that the line block format is chosen to coincide with the 80-character
IBM card. Teletype messages are dblocked similarly into line blocks by the
control section of CT. In the special case of the end of message block, where
the last character of the message may appear anywhere in the block, the block
is filled with a special throw away character called ignore (I).

Core storage of twvo 8k-character blocks is provided for both the transmit and
receive side of the terminal to permit blocks to be retransmitted automatically
vhen errored and to overlap line transmission with device input/output. Code
Conversion is included in the terminal for Teletype to/from Fieldata, and
Hollerith to/fram Fieldata conversions. ‘

The CT operates either as a messayge switch or circuit switch terminal. For
circuit switching use, the terminal is equipped with additional facilities
required for supervisory signaling with the CSU.

The local broadcast facilities will be equipped with both their ovn LF receive:,
and/or an AUTODIN Teletype Terminal looped with other facilities for authenti-
cation purposes, and as a back up for mamual initiation of waraing transmissions
if, for some reason, the LF link from the subnational transmitter is inoperative.
The Teletype Terminal transmits and receives messages in the S-channel Baudot
code. Transmission is by standard telegraph mesans. Characters are sent

asyn in bit serial form. Start and stop bits indicate the start end
end of each character.
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The terminals may operate either as one-way (simplex) or full-duplex MSU
terninals. No provisions, however, are included for error detection and
correction.

4.3 SYSTEM OPERATION

Tbe lov-frequency (LF) subnational and broadcast transmitters will retain their
present function of providing the radio link to the public, dbut may or may not
be used to transmit control signals to commercial broadcast stations. PFigure
3-3 shows the general scheme of operation. The three national initiatiom points
at Colorado Springs, Colorado; Denton, Texas; and Washington, D. C. are each
connected to AUTODIN by landline links to at least two alternate switching
centers. Alternate links are provided to add redundancy and increase the
reliability and survivebility of the system. All traffic on these lines is
encrypted to insure the same level of security as that afforded by the AUTODIN
circuits. Drops from AUTODIN will be furnished to the subnational warning :
transmitters in their proposed locations, (see Section 4.k). The locel bdroad-
cast facilities may be provided with an AUTODIN Zrop or they may depend on the
subnationals for activation, or both. This point will be discussed further
below. Note that each of the National Warning Centers has full and complete
access to the system at all times, as well as baving commnication with each
other through AUTODIN as well as NAWAS.

Note also that any of the National Warning Centers can activate the system.
However, since activation should be centralized and controlled, only one
National Warning Center at a time will be designated as the National Warning
Center. This can be accomplisbed, however, by SOP, thus minimizing the need
for special system interlocks.

When the system is activated for any reason, two Flash messages will be
initisted at the National Warning Center. Ore will be to the local broadcast
facilities indicating that OCD has assumed control of their facility and
indicating the reason. The reason must be included in order for

thenm to initiate manual activation in the case of failure of the LF link as
noted above. The second message mast contain the time the message wvas initiated
from the National Warning Center in order that the LF transmitters can synchron-
ize their transmissions in case of confiicting frequency allocations causing
zones of interference. (See Section 6.4 below.)

h.h  UrILIZATION OF THE SUBNATIONAL TRANSMITTERS

There is essentially only one prodlem inkerent in the use of the subnational
transmitters for control purposes in this colifiguration. This is the fact that
the local facilities are utilized for the simple reason that the low-frequency
noise level in the areas covered by the local facilities is high. This
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certainly implies that the radio link between the subnational transmitters and
the local facilities is not as reliable as a landline link. There is no
reason, if a suitable means can be found for sending both control and warning
messages from the subnational facilities, that the subnationsl transmitters
-could not be employed as back-up for a primary AUTODIN control network.

4.5 POSSIBLE CONFIGURATIONS

4.5.1 General Configuration

In any AUTODIN Radio Warning System configuration there is a certain degree of
commonality vhich can be established. The subnutional transmitters and certain
large metropolitan areas are equipped with compound terminals to insure receipt
of the varning. The rest of the local broadcast fecilities are looped with
ordinary teletype terminals. The subnationul transmitters are alw activated
by AUTODIN; the local broadcast facilities are not necessarily ¢ d this
wvay. The discussions on speed, reliability and security in 4.0 sbove apply to
all configurations. The main differences in applying AUTODIN to the Radio
Warning System is in the configuration of the local facilities. It is here
that ve have the options of hardcopy output, automatic taekeover of the facility
by AUTODIN via a stunt box, and whether or not the subnational transmitters
should be utilized for seizure of the facility. It is to these three topics
that wve nov address ourselves.

4.5.2 Hardcopy output

AUTODIN is essentially a teletype system and thus provides a hardcopy capability.
It provides the local facility with the authentication desired and, more
importantly, provides it with the information necessary to initiate transmission
of warning messages if =2l1 else fails. By utilizing the teletype capability of
AUTODIN in this fasbion, the system is provided with a comparatively slow, but
highly reliable manual backup capability. It can be argued that the hardcopy
drop should be at some other location than the local broadcast facility, say
the EOT; but here there would, of necessity, have to be provided encther
commmications 1link, literally a hot-line, to the broaacast facility. It is,
therefore, recommended that bhardcopy be provided, - and the most logical place

to provide it wvould be the local broadcast facility vwhere immediate action can
be taken.
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k,5.3 The Stuntbox

By utilizing a teletype stunt box, it is possible, by the use of certain code
vords (or plain language, for that matter), to seize broedcasting facilities
for warning purposes. This versatile device can be employed in any remote con-
trol situation that can be controlled by switch closure. There are at leeet
tvo vays it could be employed in the AUTODIN Radio Warning System configuration
depending on the degree of sophistication desired.

The lowest level of usage woulcd be to have the stunt box, upon receipt of the
proper message, simply seize the facility for warning purposes. This could be
accomplished with or without the simultaneous production of hardcopy output.

At the other end of the spectrum of usage, the stunt box could be

employed as a small switching center for & someviat more sophisticated "logic
device." This device would not only turn on the transmitter, but also monitor
its performance. For instance, the following method of operation might be

employed.

1. The alert and warning signal is received by the teletype drop and
the stunt box. This signal is then fed into the "logic device". The
signal would be repeated an optimal {to be determined) number of times
before the "logic device" would seize the transmitter involved.

. 2. After the transmitter is seized, the stunt box would block the
reception of any other message except the "clear" message. The "clear"
message will stop all transmissions and essentially wait for further
instructions.

3. VWhen the transmission of the warning message has started a monitor-
ing receiver will start to monitor the transmirsion. It will note the
demuting’ signals, and the end of one full warning message transmission
(mecbenically timed) and if it is still in the receiving mode, 1t will
sigual a teletype transmit*-r to send a confirmation message that ths
varning has been disseminated to the controlling agency. This would
provide positive confirmation that the warning had not only been re-
ceived but also had been sent from that station. '

L, As an ancillary functionm, of course , hard copy would be produced to
function as in 4.5.2 above.

It should be noted that a nev concept has been introduced at this point. With
the normal teletype drop, no feedback information is provided the controlling
agency; with the compound terminel, feedback infommation is limited to message
receipt. With the above described stunt box/"logic device" setup, definite
information concerning the status cf transmission is provided. Therefore, with
the stunt box an? some additional hardware, it is possible to secure all the
advantages of a compound terminal and more.
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One further note, the stunt box/"logic device" hardware would be provided to the
subnational transmitters and certain local facilities whose population coverage
exceeds that of the least population coverage of any of the subnational trans-
mitters. These selected local facilities would then be the "lead" station in

loops with other local facilities. Thus, a reply back from a "lead" local

facility would also indicate that the message had gotten into the loop successfully.

k.6 CONCLUSIONS AND RECOMMENDATIONS

There can be little doubt from the above discussion that AUTODIN can be satis-
factorily empioyed as the control facility for the Radio Warning System. The
exact configuration to be used, however, would necessarily be based on cost-
effectiveness studies, propagation surveys, etc. It 1s evident, though, that
AUTODIN provides the speed, security, and reliability necessary for such a
contrcl facility. It also provides for the necessary communications between the
National Warning Centers.

It can be envisioned that the ideal utilization of AUTODIN would be along the
lines indicated for the sophisticated stunt box logic with hardcopy output

and subnational transmitter backup. In this fashion, redundancy *s provided
‘against station equipment failure (hardcopy output), AUTODIN failwe (sub-
national transmitter backup),. and subnationa.l transmitter link failure (AUTODIN).

Another very desirable feature of AUTODIN is the fact that it exists and.is in
daily use.

5.0 LANDLINE - RADIO CONFIGURATION

This configuration is based upon use of the NBS transmitting station WWVB and

a low quality leased wire line to disseminate the control signals from the national
initiation points to the transmitters that broadcast the alert and warning message
to the public.

Following is a brief description of how & control message is propagated through the
contol network from national initiation point to the transmitters that broadcast
to the public. A more detailed explanation of the system operation is reserved
for a later section. . ,

An alert is initiated at the operator's corsole in the NWC. This action provides
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